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nCare Outline

1 Outline for nCare

nCare is a management system used for managing devices for Nexcom. A
synthetic platform developed for monitoring, setting and maintaining
devices via IP-based network with high efficiency, synchronicity and

convenience.

nCare includes Device Management, Alarm Management, Efficiency
Management, Topology Management and System Management. The
distinctive features are listed as follows:
(1) Auto-discovery and cloud management

- To manage AP and CPE with CAPWAP & LLDP & SNMP

- Device can be added, edited and deleted

(2) Visual Topology

- Mesh network and basic structure of topology are supported

(3) AP management

- Provisioning & configure

- Configuration backup & restore
- Restore to factory default

- Device Reset

- Firmware upgrade

- Admin utility

(4) System report and daily record

- Asset status

- Export report
- System log

- Usage report

(5) Event notification

- Event trigger: Pre-defined



nCare

- Outbound notice

(6) Administration

- Authority by username/password
- Scale up

Outline



nCare

Environment

2 Introduction for nCare Environment

2.1 OS Requirement

2.1.1Server-End

Table 1 Device of Server-End

Operation System Window 7
Web Server Tomcat 7.0
Database Server MySQL (free)

2.1.2Client-End

Table 2 Device for Client-End

PC Browser

Firefox, IE11, Chrome

2.2 Hardware Requirement

Table 3 Hardware Requirement

Device Type Specification
Processor Intel(R) Atom(TM) CPU C2558 At least 2.40GHz
Memory DDRII 8GB
I/0 Ethernet 1000Mbps
Storage HDD At least 75GB

2.3 Device Management

Table 4 Device Management

Device

Model

Industrial wireless

network access device

IWF300 - IFW310 - IWF3310

Outdoor wireless

network access device

IWF503 ~ IWF504D ~ IWF6320 - IWF6330
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Environment

Device Server

NIO50 - NIO51

Switch

IGS-402SM-4PH24 - 1GS-402SM-8PH24 -
IGS-1604SM

IWSN Gateway

NIO200(IAG ~ IDG - IDR ~ HAG * WMR)
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Installation

3 Introduction for nCare Installation

1)

(2)
3)

(4)

3.1 Installation for nCare

Contact local Nexcom agent to get the software CD or download

authority for installation package.
Confirm the server requirement for nCare environment.

Please refer to nCare Quick Installation Guide for detail installation

procedures.

There is a shortcut on the desktop after installation.

(N
Figure 1 nCare Shortcut on the Desktop

3.2 Uninstallation for nCare

Open Control Panel>Programs and Features to find nCare(remove only),

then click Uninstall to remove nCare from the system.

G\ )v E\; - Control Panel - all Control Panel Items = Programs and Features

- m I Search Programs and Features

Control Panel Home Uninstall or change a program

Wigw installed updates

'fi',' Turn Windows Features on or off

To uninstall a program, select it From the list and then click Uninstal, Change, or Repair.

COrganize ~
Mame = I'I Publisher I-I Install... I-I Size: I'I Wersion I'I
Zip 16,02 (x64) Tgor Paviov 2016/8(3 4.75MB 16,02
[#]apache Tomeat 7.0 Tomeat? (remave only) 201683 7.0.56
e Google Chrome Google Inc. 2016715 52.0.2743.116
|| Java 7 Update 71 (54-bit) Oracle 2016/7114 118ME 7.0.710
lava B Update 101 (64-bit) Oracle Corporation 2016/8/3 106 ME  §.0.1010.13
|£{1ava SE Development Kit 7 Update 71 (64-bit) Oracle 2016/7/14 212MEB  1.7.0.710
|£|Java SE Development Kit 8 Update 101 (64-bit) ©Oracle Corporation Z016/8/3 F28ME 8.0.1010.13
EManagsEngine MibBroveser 5 ZOHO Corp, 2016/8/4 5.2
-E‘-Mi(msuft JMET Framework 4 Client Profile Microsoft Corporation 2016{7{14 38.8MB 4.0.3031%
licrosoft MET Framework 4 Extended Microsoft Carporation 20167 14 51.9MB 4.0.3031%
| Microsoft Visual C++ 2008 Redistributable - %86 9., Microsoft Carporation 2016813 z.06ME 9.0.2102Z
ﬂMicmsoft Wisual C++ 2012 Redistributable (x54) -... Microsoft Carporation z2016/7 14 20.5ME  11.0.61030.0
ﬁMlcmsoft Wisual C++ 2013 Redistributable (x64) -... Microsoft Carporation 2016/8/4 20.5MB  12.0.30501.0
ﬁMlcmsoft Wisual C++ 2013 Redistributable (x86) -... Microsoft Carporation 2016/8/3 17.1MB  12.0.30501.0
ﬁMlcrusuft Visual C++ 2015 Redistributable (x86) -.., Microsoft Corporation Z016/8/3 206 MB  14.0,23026.0
DMVSQL Installer - Community Oracle Corporation 2016/7/14 J00ME 1420
) MysqL Server 5.6 Oracle Corporation o016/7(14 398ME 5.6.21
Oracle Corporation 20167[18 139 ME B.3.7
Encare (remove only) 2016819
:_-.‘, Teamiiewer 2016/7/20 11.0.63017
\'!-:'letde Service Edition (remove only) 2016/8/3
(3 winPcap 4.1.3 Riverbed Technalagy, Inc, 2016/8/4 4,1.0,2980
‘ ‘Wireshark 2.0.5 (64-bit) The Wireshark developer com...  Z016/8/4 161 ME  Z.0.5

et Currently installed programs Total size: 1.89 GB

ke

. 23 programs installed

Figure 2 nCare Uninstallation on Control Panel
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1)

(2)
(3)

(4)

()

3.3 nCare Activation

nCare can be used on browsers such as IE 11, Chrome or Firefox.

Double-click the shortcut icon to enter the login page directly.
Or type the web address: https://localhost/ to enter login page.

nCare is a web-based application system. There is no need for
installation procedures for normal user or administrator. Type
https://x.x.x.x/, whrer x.x.x.x is the IP of nCare server.

If the nCare system is provided by Nexcom agent, the default

information is

1P:192.168.1.253

Subnet Mask: 255.255.255.0

An Ethernet cable should be connected with server and device lan0.

Enter the information above to activate nCare. And other users can use

the system on browser or APP then.

- ’v'.'
iFs * b
[ vioso J/}‘/J..Ly\\{ g APPC1235
a—
Dok IWF 310

Figure 3 nCare User Scenario


https://localhost/SCMS/web
https://x.x.x.x/

nCare Login

4 Instruction for nCare Login

4.1 Procedures for Logging in

(1) Login the system browsers such as IE 11, Chrome or Firefox.

Industry 4.0 Device & Network Manager NE{COM

Figure 4 nCare Login Page

(2) User may choose the interface language: £nglish, Simplified Chinese
or Traditional Chinese.

‘ Name

‘ Password

English
Select Language
English
EEPE
e

Figure 5 Interface Language Selection
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(3) Enter Name and Password. Please refer Chapter 5.1 User Management
for setting procedures. Name and Password are both admin while
logging in the first time. There will be an exclamation point appeared if

the wrong information is entered.

(4) When the user's password is entered incorrectly three times, the
system automatically blocks this account.User needs to contact the
system administrator to unlock it through the database operation.

The command is as follows:

® [ogin to mysql server (default account/pass : root/admin)
select cmsdb

® update userloginerror set valid=0
or
update userloginerror set valid=0 where username="admin"

Name

Password

English v

Wi “-' I-;_ o =5 : 4 - --
L o

el | it N

Figure 6 Error Message Notification

(5) Click Logout to log out the system.

* User may be automatically logged out if idling for a long time.



@  DevicelList [v] (o] (] (=] 2o} (@] (] [@] (O] L8] (] (o 1] [R] (R [o5] [32] ] o] (] [k

Event T

Figure 7 Logout from the System
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5 Interface Illustration for nCare System

5.1 Users Management

5.1.1Introduction for Account Management
Enter the page of System>Users of nCare. Administrator may manage the
users and set their authorities.

5.1.20peration for Account Management

(1) Click Add at the page of Users>Account a Create User Account
window will pop-up. Type in User Name, Password, Confirm Password,
Email, Mobile Phone numberand Topology Group.

(2) The red star * by the side of the frame indicates the information is
required to enter.

Jomuel e MeabwarkRagieac | B - VTSP

d Create User Account (%)

User Name:
LS

Password:
Confirm Password:
Email :

Mobile Phone:

[Country Code] - [Phone Number]
Access Level: Administrators v
TopologyGroup: Root Group

Figure 8 Create User Account

(3) Choose Administrators, Managers or Users as its Access Level.

* Administrators: Administrator may access all the monitoring, setting and

managing functions, modifying user information and reset password.
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(Please refer to Chapter 9.1.3 for more details)

* Managers: Manager may have the same authority as Administrator
besides the Account Management function. (Please refer to Chapter O for
more details)

* Users: User may only use partial functions. For example, there are no
System function; only Log and Usage for Network Device function; only
View and Status for Topology function with partial Topology icons. (Please

refer to Chapter 9.1.1 for more details)
P NSRRI O o

‘ Create User Account (5] I

4 User Name: " )

Password:

Confirm Password:

Email : =

Mohile Phone: # *

[Country Code] - [Phone Number]

Access Level: | Administrators A
Administrators

TopologyGroup: Managers ‘
| Users

Figure 9 Access Level

(4) If Users are selected as Access Level please choose the Topology
Group for them to view or manage. (Please refer to Chapter 6.6 for
more details)
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Interface

‘ Create User Account @
] User Name: | | *
Password: | | ¥
[} Confirm Password: | | *
Email : | | *
Mobile Phone: | | e l | g
[Country Code] - [Phone Number]
Access Level: | Users 'k
TopologyGroup: EI = Root Group
...... |:| test
& test] *

Figure 10 Topology Group Selections for Different Access Level

(5) Click OK to add user account successfully. Or if there are invalid

information entered, move the mouse to the exclamation point to see

the error message.

‘ Create User Account

J User Name:
Password:

i Confirm Password:
Email :
Mobile Phone:

Access Level:

TopologyGroup:

[Country Code] - [Phone Number]

| Administrators v |

Root Group

Cancel

Figure 11 Error Message for Create User Account
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(6) The added users can be Modified or Deleted.

ncar e | i’ T%.ouﬁ:; :& ._erk-._ﬂuggg H @ system ;lm.
Indhtry 4 ¢ Device & Metwork Health Maragar
il m Massaga Databasa DHCE _Scan IP About
——
Users Acinnt
User Nam: Email Mobile Phone Access Le Topokoy Grou ] Modity Delete
O e Y 7 S5
a
2

Figure 12 User List with Modify and Delete icons.

5.2 Message Management

5.2.1Introduction for Message Management

If there are alarms of device or the data flow exceed certain number, an
alarm message will be sent by £-mail SMS, Social Media or Inform User.
The Device alarm can be sent to default Administrator, and the receiver for
Data Flow alarm can be chosen. (Please refer to Chapter 7.1.2.2 for more
details)

The £-mail, SMS and Social Medlia functions can be test on Message page
to make sure alarm functions are working normally.

5.2.20peration for Message Management
5.2.2.1E-mail

(1) To test this function, test mail should be linked by mail server of the
corporation. Select ExchangeServer from the pull-down menu, and
SMTP Host SMTP Port, Account and Password of mail server should be
entered.

(2) Click Apply.
(3) Enter the e-mail address on £-mail to box, then click Test.
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(4) Go to the mail box to check if the test mail is received.

loT Studio

-

@ System

‘ E-mail SMS Social Media ‘ Notification Users.

SMTP
Service By: ExchangeServer ¥
SMTP Host: QES“"’B'
SMTP Port: 587

0 ssL

Account: ‘ ‘
Password: ‘

Test
E-Mail to: \

Figure 13 E-mail Test
5.2.2.25MS

(1) To test this function, internal information of corporation such as
Service by, APIID, Username and Password should be entered.

(2) Click Apply.

ncare i " P System

Message

Message

E-mail ‘ SMSs ‘ Social Media Notification Users

t

Service By: Clickatell *

API ID: | |

User: | |

Password: | |

Test
IMobile Phone: |Country Code |— |Mobi|e Phone Number

Figure 14 SMS Test
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(3) Enter Country Code and Mobile Phone Number, then click Test.

(4) Check the mobile phone to see if the test SMS is received.

. w4l 46% 0 9 9:24

06/30/2016(E M)

This is Test SMS from
nCarel

EF9:24

2 BARB

Figure 15 SMS Test Message

5.2.2.3Social Media

The alarm message can also been sent to WeChat and Twitter. The setting
procedures are list as follows:
(1) WeChat

a. Apply personal WeChat account
b. Follow LEiBiRIERRI#%
c. Two targets, nCare and EM/NBNF will be shown.

B UT Ll ol E411:00

D:0Kb/s U:0Kb/s

< LEiemiERRER

m et
Test from nCare at 2016-07-01 17:1.
Al /N

Figure 16 WeChat Page
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d. Apply APPID, Corp IDand Corp Secretfrom LiB#ENIE SR

e. Enter the information on nCare, then click Login.

| Message [NL

Message -

E-mail ‘ SMS Social Media Notification Users

WeChat
APP ID:
Corp ID:

Corp Secret:

Figure 17 WeChat Setting Information

f. A nCare logo will be generated after login. Click Test for sending a
message for the WeChat account.

E-mail SMS Social Media Notification Users

WeChat

nCare

Network Management System

Figure 18 WeChat Message Test

g. nCare is then being followed, indicated by a red dot. Click the icon for
test message.
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10.211.10.57 Device Polling
Failed alarm sent from
NEXCOM nCare at 2016-07-01
17:12:03

nCare
Test from nCare at 2016-07-11 12:0.
ek EHE

10.211.10.49 Device Polling
Failed alarm sent from
NEXCOM nCare at 2016-07-01
17:12:03

Failed alarm sent from
NEXCOM nCare at 2016-07-01
17:12:03

Test from nCare at 2016-07-01
17:12:32

Test from nCare at 2016-07-11
12:04:00

&
&
m 10.211.10.55 Device Polling

")) = (+

Figure 19 Test Message List of WeChat Target

(2) Twitter:
a. Apply personal Twitter account.

b. Create New App on Twitter Apps and get the Consumer Key and
related Consumer Secret.

c. Enter the information on nCare system page. (Please refer to the

Appendix 1 for details)

& Topology,

nCare

| =¥ NetworkDevicer | @’ System

Message

E-mail SMS Social Media Notification Users

Twitter

APP ID: |
APP Secret: |

Login ‘

Figure 20 Enter Twitter APPID and APP Secret
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d. Click Login and enter authorization code to complete login

procedure.

e. Click Test for sendlng test message to Twitter

Message

E-mail SMS Social Media Notification Users

WeChat
APP ID:
Corp ID:

Corp Secret:

Twitter
Scott Hsieh
n
Figure 21 Sending Test Message to Twitter

f. The test message will be shown on Twitter.
_Bam @ Fas w $ Twittar Q 0 7

0O =z @

B S () oricsscott321 - B F2
Test from nCare at 2016-07-12 11:43:18

& 2

DropboXx @Dropbox - 6 H23H
Make productivity simple with these Dropbox features

S
Do more with your ideas
dropbox.com

Figure 22 Twitter Test Message Successfully Sent

5.2.2.4Notification Users

The receiver of Email and SMS for Critical and Major alert can be set by

nCare.
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(1) Choose the Severity and Notification Type from the pull-down menu.

(2) Choose one or more users for receiving notification.

System

Message
E-mail ‘ ‘ SMS ‘ ‘ Social Media ‘ Notification Users
Severity: Notification Type
Email
Naotification Users: SMS [P
User Name Access Level | Ema | Mobile Phone Topology Group _:
* 7] admin Administrators account@ 000-0000000 Root
7] manager IManagers manager@amail.com 000-00000000 Root
@ user Users. user@gmail.com 000-00000000 Root
Event

Figure 23 Severity, Notification Type and Receiver Setting

(3) Click Apply to complete setting.
nCare § |

@ system

Message
E-mail ‘ SMS Social Media Notification Users
] L
Severity Notification Type: [Emall v |
Natification Users:
User Name | Access Level | Email Mobile Phone TopologyGroup | =
] admin Administrators account@ 0oo-ooo0000 Root
# manager Managers manager@amail.com 000-00000000 Root
=] user Users user@amail.com 000-00000000 Root
Event

Figure 24 Notification Users Setting
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5.3 Database Management
5.3.1Introduction for Database Management
Abnormal event such as polling fail or disconnection can be recorded at

nCare database. The storage cycle and maximum number of event can be
set. All the records can be cleared.

5.3.20peration for Database Management
(1) Check Maximum reserved event period. Enter number between 1~365

then click Apply. (If 180 is entered, all records stored for more than 180
days will be cleared.)

(2) Check Maximum number of events. Enter number between
10000~1000000 then click Apply. (If 1000000 is entered, all old records
that stored over 1000000 items will be cleared)

(3) Either 2 boxes can be checked or not. If 2 boxes are both not checked,
all event records will be saved continuously.

(4) Click Delete All Events to clear all event records.

w

DHEP Scan [P About

nCare

Industry 2.0 Device & Network Haa.tﬁ\hﬂamger

Users Message

Database Event Log Mamt

- Recycling Event -

< Maximum reserved event period: [30 days (1-363)

¥ Maximum number of events: 10000 events (10,000-1,000,000)

Figure 25 Database Setting

5.4 DHCP Management
5.4.1Introduction for DHCP Management

The IP address of devices can be set by default built-in DHCP function.
Manager may deploy multiple devices into system despite that setting IP
address, subnet mask and gateway one-by-one.
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5.4.20peration for DHCP Management
5.4.2.1DHCP Setting
(1) Connect the device with nCare for IP setting.

(2) Enter the webpage of device and go to Network>Interfaces.

NEXCOM IVWF300 Status = »  Metwork = Logout _ AUTO REFRESH ON

Status

System
Hostnarme
Ivlodel

Firrnware “ersion git-15.216. 63575-bb7eade)

Kernel Wersion 31427
Local Time Sat Mov 5 04:13:33 2016
Uintime 18h 25m 3s
Load Average 1.42 0B8, 045
Memory
Tatal Available | Bg144 kBI125316ké (FO0%)

Figure 26 Device Setting Webpage

(3) Click Edit of LAN or WAN to enter their setting page.

NEXCOM IWF300  Status~ System=  Network = Logout [DNSAVEDICHANGESTS) AUTO REFRESH ON

Interfaces

Interface Overview

Network Status Actions

LAN Uptime: 20h 32m 10s a . @ o = i

MAC Address: 00:10:F330:56:6F B D00 o8 i / &) Delete
=R RX: 1117 MB (173208 Phkts ) ’

e TX: 7.95 MB (72111 Pkls)
1Pvd: 10.211.10.72/24

WAN Uptime: 21h 33m 20s e ] @ s = B
MAC Address: 00:00:00:00:00:00 e 2 4 J &) Delete

= RX: 137 52 KB (1829 Pkts ]
AL TX: 398.43 KB (2662 Pkis.)
1Pwd: 192.168.0.1/24

7] Add new interface...

Global network options

IPvE ULA-Prefix  fdb2:26bc:7614::/45

Figure 27 WAN or LAN Setting Page Selection
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(4) Enter the setting page, choose DHCP client as Protocol from the

pull-down menu.

NEXCOM IWF300  sStaus -  System =  Metwork = Logout [NSAVEDICHANGESHE) AUTO REFRESH ON
Status 2 Uptime: 20h 38m 14s
br-lan MAC-Address: 00:10:F3:30:58:6F

RX: 11.30 MB (174761 Pkts.)
TX: 5.35 MB (73345 Phkts.)
1Pwd: 102111072724

Protocol Static address

Static address
IPvdl address

Unmanaged
FFF

IPvd netmask PPLP
FFFoE
FFPFoATH

IPud gateway | UMTS/GPREEW-DO
(LR

P4 broadecast
Use custom DNS servers |

I3 assignment length disabled
1@ Assign a part of given length of every public [PvB-prefix to this interface

IPvE address

Figure 28 WAN or LAN Setting Page Selection

(5) Enter the name for Hostname to send when requesting DHCP at

Common Configuration page.

(6) Click Save & Apply to complete setting.

NEXCOM IVWF300  Status~  System = Metwork=  Logout [NSAVEDCHANGESIE) AUTO REFRESH ON

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several
network interfaces separated by spaces. You can alzo use VLAN notation INTERFACE . VLANNE (.0 ethO. 1).

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings
Status 2 Uptime: 20h 44m 45
br-lan MAC - Address: 00:10:F3:30:86 6F

RX: 11.41 MEB (1767158 Pkts)
TX: 860 MB (74327 Pkts.)
1Pvd: 1021110 72524

Frotocol DHCP client

Hostname to send when ||

requesting DHCP ‘

|£] Back to Overview

Figure 29 Blank for “Hostname to send when requesting DHCP”
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(7) DHCP devices should be set by going through all the procedures from
(1) to (6).

(8) Goto System > DHCP > Setting page of nCare.
(9) Check “Enable”

(10) Enter the related information.

(11) Click Apply to complete DHCP setting.

* The MAC Address can also be added with Client IP

DHCP

Setting Client List

Enable: (C3]

IP Pool: fo_ |11 L0 |fo |]—F0 |*
Subnet Mask: 255 |[255 |[255 [0 |*

Default Gateway: 10 | 211 [[10 | [254 |*

DNSServer1: [168 |5 [ |f_ ]*
DNS Server2: | I L | |
Lease Time (s); | | *60s ~ 2662000s (30 days)

Figure 30 DHCP Enabling

5.4.2.2DHCP Client List

Go to System > DHCP > Client List page, a list of DHCP clients can all be
shown.
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DHCP
Setting ‘ Client List
Server IP MAC Address Name Auto Config Date Lease Date
162168110 00:10:F3:30:8B:6F IWF300 2016-11-09 17:39:35 2016-11-D8 18:01:47
Figure 31 DHCP Client List
5.5 ScanIP

5.5.1 Introduction for Scan IP
Administrator may check if the IP address is available by Scan IP function.

5.5.2 Operation for Scan IP

(1) Enter StartIP Address and End IP Address.

(2) Click "Scan” .

StartIP Address:[10 [ 211 [ [0 |40 |
End IP Address:[10__ |11 |.[10 |

IP Address | MAC Address | |

Figure 32 Enter IP Range
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(3) IP address and MAC address used can be shown on the list.

Users Message Database DHCP About

StartIP Address: [0 211 [[10 [ [40
End IP Address:[10 |21 [[i0 | [5D

[Scan|
IP Address | MAC Address
10211.10.41 . 00:10f3:327caa
10.211.10.42 00:10:f3:3166:02
10.211.10.43 00:10:f3:30:8b:a7
10.211.10.44 00:10:f3:30:8b:13
10.211.10.46 00:10:f3:30:8b:a3
102111047 00:10:f3:36:71:c3
10.211.10.50 00:10:f3:36:F1:45

Figure 33 IP Address and MAC Address List

5.6 About

5.6.1Introduction for License

Enter System>About page. The Model, Status of Expiration Date, Maximum
Number of Devices, Current Number of Device and Version can be seen.

(1) The license for trial version of nCare is determined by system instead of
by installation time.

(2) For running trail version of nCare, every 24 hours use implies one day
authorization.

5.6.20peration for License

(1) There are two Licenses, trial version (for 30 days) and perpetual version
(permanent use).
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About .  License

License

Medel: IWFB00 nCare

Status: Perpetual

Maximum Number of Devices: 1000
Current Number of Devices: 39
Wersion: v1.3.1 CMS:2506,EMS:2504

Figure 34 Status for Perpetual Version

(2) The expiration days for trial version will be shown on Status.

About License

License

Model: nCare (Trial Version)

Status: The license will expire after 29 days «
Maximum Number of Devices: 1000

Current Number of Devices: 39

Version: v1.3.1 CMS:2506, EMS:2504

Figure 35 Status for Trial Version

(3) If the system will expire in 3 days, there is a pop-up window to inform
user when logging-in.

10.22.22.136 &% :

& Network Health Marel The license will sxpire ater 3 days

English v

Figure 36 Pop-up Window for Informing Expiration Days
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(4) If the license is expired, user may not login. And there is a pop-up
window to inform user.

10.22.22136 &7 :

The license has expired
Please contact your NEXCOM sales representative

Figure 37 License Expired Inform
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6 Introduction for nCare Network Device Setting

Interface

6.1 Functions for Network Device Management
There are Device List, Config Backup, Config Restore, Fw Upgrade and
Device Provision functions for Network Device Management.
6.1.1Introduction for Device List
The devices can be added, modified or deleted on Device List page.

Information such as Device Name, IP Address and SSID are listed. User may

also enter device setting page to change setting or reset the device.

6.1.20peration for Device List
6.1.2.1Device Check

(1) Different kinds of Device Type are list at the left. Click on the Type to

check for the related information of devices.

ek Eeeity el Cininy
Manage Drwice: List N
Device Type
Mo E ot Rirhor D
# IWF >

\ F ! ® o B 6
ﬁ gisbiile: B8 g i3 & B C a @
E & ¥ o a @
£ ¥ O A i
\ & = C a @

Event

Figure 38 Device List that Sorting by Device Type

(2) Check "Show/Hide Rogue Devices” and there will be a A icon

appeared at the side of device ID for rogue device.
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Manage Device List | Config Bockup. | Config Hestore | Fwilpgrade | Device Provision | Modbus Profile
Device Type i ShowHade Fogue Devices
| o Davice Name 1P Address “r"‘;f: SSID Mode  Encryption Channel Lafitsde Longhude Web Mibbrowserfenoothondy Desete y
u L > IWFI00_11N_2G_83 - he [
pabeseaTshandh MFI0EI 102111083 WE o L & F o aan
PWF300_11A_5G_mesn mesh nong 3
WEITO_T1IN_205 44 ap .2 1
Mabile Mesh a8 PAFLID44 102111044 TAF o ] & O A G
‘ > wrossezssidh TAFI0_11A. 56 mesn  mesh rone k] ¥
IWFIDO_1TN_26_46 ap pskz 1
i ok MAFI0046 0211048 WE o o & O a a
i TAF30_19A_86_mesh  mash i 8 ) i
Davice Server >
IWF300_11N_2G_64 ap psk2 11
opDesesTsrasdh MFN0SE 102111064 WE o ] & T o anm
TWF30U_11A_5G_t4 an wpa a
. TWFARI_tN_76_43 ap k2 1
= IWSN Giatiows N ' i
L iy > saoesesrsrardh MFI0041 102111043 WE 0 ] & T 0BG
= WWF30D,_11A 50, 43 ap psk2 £
Event ™

Figure 39 Show/Hide Rogue Devices

6.1.2.2Add Device

(1) Click Add icon to create new device.

Manage
Manage Do List | Config Hackup | Config Restore | Fw Upgrade | Devie Provision | Moddbos Prafile
Device Type 71 Showltide Rogue Devices
| D Device Name | Adduess ”.R.‘;"‘: s8I0 Mode  Enerypbon  Channed  Labhude Longsude Web Mibbiowser Roboot Madity Dbty g
|
IWF
U b | IWF300_11N_26_63 @ pak2 ]
| BUotesetittad  MFI00GI 10111063 AR 0 ] & o O a8 @
IWFID0_11A_SG_mesh  mesh  none . 3/
IWFI10_11N_20_44 w 2 i
Mobile Mash 5 00100502057 WFMO-44 102114044 AF ] ] & ¥ o az=s
IWFID0_11A_SG_mesh  mesn none %
i
IWFITO0_1TN_2G_46 a0 psiz 5
U000 BG BT SA90  IMFI00AE 102111046 OAF a 0 & w C a @
WEID0_11A_SG mosh  mesh  om , ® ]
Davics Sarver 5
IWFI00_11N_2G_64 a0 pakl "
DODefesTSeas WFI0DE4 102111054 MF [ ] P O a m
IWFI00_11A_bG_64 @ woa 18
2 r b IAEAON_1TN_205_a3 ap skt "
B s Gotny > O00cBETSTAT MWFIOD43  1D21110.€3  [AF n ] & - I ]
- IWEION, 114 6. 43 a Pk %
Event =

Figure 40 Add Device Icon

(2) A Create Device window will pop-up. Enter the device information.

(3) Default setting of Read Community and Wirite Community are public
and private, respectively.

(4) The red star * by the side of the frame indicates the information is
required to enter.
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(5)

Device Setting

Create Device (5]
Device Type: | IWF v |
Protocol: | SNMP v |

Trap Configuration: =

Syslog Configuration: @

W
Device Name: I -
W IP Address: I 3
Read Commumnity: I public =
W Write Community: Iprwate cx
Topology Group: | Root v
" Latitude: I
Longitude: I
W

[ §

Figure 41 Information for Creating a new Device

Device Type can be chosen from the pull-down menu.

Create Device

Device Type:

Protocol: Mobile Mesh
IWSN Gateway
Trap Configuration: Device Server el
IPC i
“Epad W Syslog Configuration: | 3rd-Party AP/Device

Switch

Device Name: (Oithers

2857 W IP Address: I =
36
Read Community: Ipublic * E
‘8b:a5  IWF Write Community: Iprivaie - 36
Topology Group: | Root il | 11
:8b:71 W
| Latitude: I 36

Longitude:

Figure 42 Device Type Selection
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(6)

(7)

Device Setting

Choose the Scan Protoco/with SNMP, Modbus or Python.

Check

Create Device

1_]' Device Type:

J"‘ Protocol:

| Trap Configuration:

'.i': Syslog Configuration:
Device Name:

o TP Address:
Read Community:

W Write Community:
Topology Group:

“ Latitude:
Longitude:

| Others v

| SNMP v

Modbus
Python

|public

|pnvate

| Root v
|
I

OK Cancel

Figure 43 Scan Protocol Selection

“Trap Configuration”

and

“Syslog Configuration”

to add

related value for device. The device may send trap or variation to

nCare.

D |
Create Device (5]
nf
_] Device Type: | IWF v
gl.., Protocol: | sNmP v
9\. Trap Configuration: Cd
o Syslog Configuration: Cd ‘
Device Name: | .
"M IP Address: | :
Read Community: | public .
W Write Community: | private -
Topology Group: | Root v
L] Latitude: |
Longitude: |
I
Cancel
. 4

Figure 44 Scan Protocol Selection
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refer to

(8) Choose the Topology Group. Please

detail.

Chapter 6.6 for more

Create Device

n Device Type: [ IwF v
1‘]| Protocol: | SNMP |
E]J' Trap Configuration: @
d Syslog Configuration: o
Device Name: | i
W IP Address: I "
Read Community: |public "
W Write Community: Ipn’\rate *
Topology Group: | Root v
W Latitude:
Longitude:
W
oK Cancel
i

Figure 45 Topology Group Selection

6.1.2.3 Configuration Setting for Device

(1) Configuration of device can be set with Device Type IWF, Mobile Mesh,
Device Server, IWSN Gateway or IWSN Gateway.

(2) Click # icon to enter device setting page.

3 Network Device

Manage DeviceList | Conlig Backup | Config Hestore | FwUpgrede | Device Provision | Modbus Profile

Device Type | ShuowiHaclee Rogun Devices
o Device Name P Adaress n;;‘;" s5i0 Moge  Encryption  Channel  Latiude Longinde Web Mibbrowser Reboot ModifyDetete
W
“ b IWFID0_11N_25_63 ap psk2 [
000edesTSoad  IAFIO0S3 102111063 WF a (] & w G a @
] IWFI00_11A_SG_m mesh nons ®
IWFII0_13N_ 1 ap sk 1 Web .
Mobile Mesh 3 a0 10MSe2BAT MAFIIDAE 102111044 [WF o 0 A~ = G a6
TWF300_11A.5 o mesh i ]
IWF3D0_1 an gk 1
O00eBedT5aB  IAFIO06 10211045 IAF 0 & =3 [N BN |
= FRO_11A_SG mesh el ho none s
L ! }
1WF300 a psk2 1
O00eBetTStaS  PAFIODG 102111084  MF i a & w G A&a s
1A_bG_t4 an woa ]
| IWSN { y : pska
. ol owwwey 2 DOOw e 6T 5TET  IAFI0043  1D2111043  IWF o a & = C & @
- ap pai2 5

Figure 46 Device Configuration Setting Page Icon
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(3) Configuration Setting: Enter Username and Password'to login.

NEXCOM IWF300

Authorization Required

Please enter your usemame and password.
Invalid username and/or password! Please try again.

Usemame

Password

@ Login @ Reset

Powered by LuCl (git-16.060.65840-1d56267) / OpenWit (EU) v0.1.2

Figure 47 Configuration Setting Login Page

(4) Check the status of devices, and change configuration if needed.

NEXCOM IWF300 Status ~ System = Network ~  Logout

Status

System
Hostname IWF300
Model Atheros DB 120 reference beard
Firmware Version OpenWit (EU) v0.1.2 / LuClI (git-16.060.65840-1d56267)
Kernel Version 31427
Local Time Fri Mar 11 17:59:38 2016
Uptime 2d 1h 30m 51s
Load Average 0.39, 0.19, 0.16

Memory
Total Available B6912 kB / 126316 kB (66%)
Free 83008 kB / 126316 kB (65%)
Buffered 3004 kB / 126316 kB (3%)

Figure 48 Status of Device on Device Configuration Page
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6.1.2.4Device Setting by Mibbrowser

(I
(1) Click MIB Browser icon = then a MIB Browser window will pop-out.

Davice Type ShowlHide Rogue Devices

ips
u WF 5
D03 3 A ]
d . > 4 @
E ] & = o am
X o

By
3
[
i
=

-
L
o
B
=]

Figure 49 MIB Browser Icon

(2) Main functions of MIB Browser includes:

hd Import MIB File: User may import MIB file.

F—% Get: Select node on the left then click Get, node information can be

shown.

74 Set: Select node on the left then click Set, parameters of the node
can be set.

% Get Next: Click Get Next to jump to the next node.

m Walk: Click the first node then click Walk, information of all nodes
can be shown sequentially.

= Table: Click the node then click Table, SNMP Table can be shown
then.

C’ Clear: Used for clear Query Result.
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o st chane T T T T kil

A F=2 | b#pt//10.22.22.119/CMS/web/content/mibbrowserAction.action?Managedipaddr=10.211.10.63

NE{COM

B g% NET-SNMP-NEXCOM-IWF300-MIB Remote SNMP Agent |
B enterprises

& g5 INET-ADDRESS-MIB Host: 10.211.10.63 Read Community- public Write Community: private
! . mib-2

inetAddressMIB
B gy RFC1213-MIB

o @ org Query Result
= == dod

B =B internet
directory
&= mgmt
experimental
- = private
enterprises

Figure 50 MIB Browser Setting Page

6.1.2.5Device Reboot

Click O icon to reboot device.

SLOM

T - TR

Manags Device List | Config Backup | Confin Restore | FPwUpgrsde | Devics Provislon | Modbus Profile
Device Type [0 ShowiHde Rogue Devices
| o Device Name  |P Addness Dﬂ_";" S50 Moge  Encryplon  Channel  Lablude Longisde Vb Mibbrowser Redoot ModfyDests
u e ’ TWF30_11N_2G_53 a3 Pkl (1
OO0sSefTSbad  WFI0063 102119083 IWF o Q e = E- I |
L TVF300_11A_5G_mesh mesh none kL
TNFAI0_TIN_36_a4 ap pkd 1 Rebosot
Mobile Mesh 3 00100502057 MFII0-44 102111044 [WF o 9 & w i ]
FAF300_114_SC_mesh mesh none 5
TF3I00_T1N_J6G_a6 ap Pkl 1
DO DB AT 5at0  IAFID04E 102111046  IWF [ [ P ,"-? O A4 i
PATI00_11A_5G mesh  mesh e 38
Device Server 5
IWFIDO_TIN_2G_6+ an Pkl 7
O0UeBetirbtal  IWFIDDH4 102117064 W [ 0 & = o a @
WWFAN_11A_56_84 ap wpi a8
. IWF300_11N_2G_43 a P2 1
m IWSN Gateway > D00sBEBTSTAT  IWFI00-41 102111043 IWF o [ & w G a m
= TWF30U_11A_5G_43 an Pkl L

Figure 51 Device Reboot Icon

6.1.2.6Device Modification

(1) Click A icon to modify the information of device. (This icon cannot
be used for Mobile Mesh type device, please click % icon to enter

device webpage for modifying.)
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Manage
Manage Desice List | Conflg Backop | Conlig Restore | Fw Upgrade | Device Provision | Modbus Profile
Davics Typs [ Shawitiide Reque Devicos.
D Dewcs Name 1P Agaress  Cfect 5510 Mode  Encrypion  Channel Lasnge Lonomude Web Mibrowser Reboot ModiyDelete §
W
u > MVF00_11N_2G_83 ap k2 8
| BloonepesTstag IWF300-63 102111053  WWF 0 ] & FE ]
IAFI00_19A_5G mesh  mesh none 3%
PAFII0_1IN_2G_44 ap pak2 n Mudiy
Mobile Mesh 5 0010052857 [WFII0-44 102111048 TWF o o & w (] []
IWEI00_11A_5G mush  mish e %
PAFI0_1IN_2G_46 an pak2 1
DODeBeiSat0  IWFIDIE 102111046 TWF 0 o & o o a &
= IWEAO0_11A_SG_mesh  misn T 3
Device Sarver ]
IANFI00_11N. 26,64 ® pakz 1
O00edesTStas IWFI0064 102111064  IWF o ] & w G a m
VFHIO_11A_50_64 an wea 8
Ve A NFI0_11H_26_43 ap pak2 n i
B s ooy ] DODe2uSTSTAT IWFIDD41 102111043  TWF 0 ] & =T o A i@

PAFI00_11A_50G 43 ap psk2 365

Figure 52 Device Modification Icon

(2) With IWF Device Type, click A jcon to modify the information of
device. There are two extra labels, Wlan and Vlan for setting. There are
information such as WifiRadio, Operating Frequency and Wireless
Security can be filled.

Modify Device ea‘
i General Wian Vian
| =
s WifiRadio: [ wiano |
1l —
1 WF ESSID/MeshID:  [300_wlan0111 |
1 Made: | Access Point i |
[
| Operating Frequency
| Mode: | 1in * |
1 e
Channel: | & (2.447 GHz) -
d Width: | 20 MHz(AP or Clientn = |
! TxPower: |W|
Wireless Security
3 Encryption: | wPAz-EAP -
Cipher: | auto |
3 Radius-Authentication-  [10.211.10.12 |
Server = =
3 Radius-Authentication-  |1812 |
Part —— =

Figure 53 IWF Device Setting Page
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(3) For the setting of Wireless Security, It will take few seconds to modify.

General Wian Vian

i
i Modify Device @
1 Channel 8 (2.447 GHz) T 2

1 Width: 20 MHz(AP or Clientmoc =

IWF
IC TxPower: 9 dBm (TmW) v

24 Wireless Security
Encryption: WPAZ-EAP T

Cipher: | auto v
Radius-Authentication-Server |40.211.10.12

21 Radius-Authentication-Part 1812
Radius-Authentication-Secret |
Radius-Accounting-Server |10211.10.12
Radius-Accounting-Port |1813
Radius-Accounting-Secret  [sereseese

NAS ID: default

LY. B - e o A B i~ S B = R o

It will take few seconds to modify.

I Reset o Default j

Figure 54 Wireless Security Setting Page

(4) Logical device grouping can be proceed with different physical
network on Vlan label. That is, to cut LAN as desired VLAN. The
procedures are list as follows:

Create a VLAN IDon Ethernet.

o

b. Choose VLAN IDfrom pull-down menu and enter VLAN Name.
c. Choose the Portto open.

d. Click Create Vlan to create a new VLAN, or click Delete Vlan to
delete the VLAN.
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e.

Modify Device

General Wian Vian

I

WLAN [D: | [ | (6-4094)

WLAN Name: | | (8-100)

Port: WAN [ of v | LANT [ of v | LANZ [ of v

i LAN3|of  +|LAN4[of  +| \

seCicaie Vian) Delete Vian
Figure 55 Create VLAN

Device Setting

o

Choose the Bridge If from the pull-down menu to let the device

been recognized by the bridge at this VLAN.
] Fort Wan | off v |LANT| taggec » |LANZ| taggec -
LAN3|of  +|LAN4[of -~

! [Creat Vian| [Delete Vian|

Bridge

Bridge It [ 1an

Inferface: [ ETH:eth0.1{wan)

i v ETH:eth0 2(lan)
o ETH:ethD 3(lan)

[ 7 ETH:ethD 4(lan)
o ETH:ethD &(lan)

w

[Creat Bridge(Web)| Refresh| [Apply [Delete Bridge|

Resetto Default
—e!

WNETIWF310_11N_2G_44_w0-1(NULL}

Figure 56 Bridge Selection

Or click Create Bridge(Web) to guide the user to create bridge

network on device web page, then click Refresh.

The new-created bridge name can be found on the pull-down menu

of Bridge If.

The new-created bridge can be deleted by clicking Delete Bridge.
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i Modify Device @
i General Wian Vian
"
| Eth L
VLAN ID: || v | (6-4D94)
VLAN Name: | | (e-100) 1
| Port: WAN | of v |LAN1 | off v |LANZ2 | off v p
i LAN3 | o v | LAN4| o v

[Create Vian| Delete Vian|

Bridge =

Bridge If: | lan ! p

Interface: ETH:ethD. 1(w5

= ETH:eth0.2(lan)
- ETH:ethD.3(lan)
T4 ETH:ethD.4(lan)
& ETH:eth0.5(lan)
4
T4

m.

| WNETIWF300_11N_2G_63(an)
WNETIWF300_11A_5G_mesh(lan)

L - e -

[Create Bridge(Web} [Refresh| Apply| Delete Bridge|

1 Resetio Default

Figure 57 VLAN Interface Creation

i. Set LAN Interface: Different VLAN name will be shown after proceed
the previous procedures. Check the VLAN then click Apply.

! Port: waN | off = [LANT1| taggec v |LANZ| taggec |
LAN3| of  =|LAN4|of  +|

3 CreatVian Deiete Vian|
L4 ElR.emnu.LLAn)
=l . ETH:eth0.3(an)
5 ‘ ETH:eth0.4(1an)
Ed ETH:eth0.5(lan)
: ETH:eth0.600(500)
ETH:eth0.500(500)
¢ wh ¢ WNETIWF310_11N_2G_d4(lan)

Z WNETIWF300_11A_5G_mesh(lan)
WNETIWFI10_11N_2G_44_w0-1(NULL)

[Creat Bridge(Web) [Refresh| [Apply| Delete Bridge)

ﬂ Reset to Default

Figure 58 VLAN Interface Selection

w

(5) Logical device grouping can be proceed with different physical
network on Vlan label. That is, to cut LAN as desired VLAN. The
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procedures are list as follows:

a. Create a VLAN ID on Ethernet.

b. Choose VLAN IDfrom pull-down menu and enter VLAN Name.

(6) There are labels of “Wlan” and “Serial/Modbus on Modify Device
page for NIO51 module of Device Server series.

a. WifiRadlio, Operating Frequency and Wireless Security can be set on
"Wlan" label.

i — — -
Modify Device (%]
9 General Wian Serial/Modbus
e it
E WifiRadio: wlan0 v | |
Device Server ESSID / Mesh 1D: NIO51_11N_2G
Mode Mesh,802.11s v

Operating Frequency

Mode 24G .
Channel: 11 (2.462 GHz) *
Width: 40 minus MHz v
TxPower: 10 dBm (10mW) v

Wireless Security
Encryption No Encryption

It will take few seconds to modify.

Figure 59 Wlan Setting Page for NIO51 Devices

b. Serial Port Configuration and TCP can be set on “Serial/Modbus”
label.
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USHYE SEVELILY eIVl ASLUUL UYL AE ISV ICE

ﬂ,
-

, Modify Device e
| g |
| General Wian Serial/Modbus
Serial Port Configuration st r
é@ I
DeviceServer e ‘—RSZEE i |
Protocol: YWI
Baud Rate: ‘W|
Parity: EFI
Data Bits ‘ﬁ|
Stop Bits: ‘fl
Flow Ct: ‘F|
Timeout(ms) ‘ 0 |
Terminator: =
TCP
Mode [sewer v
Listen Port ‘Eu—|
Timeout(ms) ‘150—|

Figure 60 Serial/Modbus Setting Page for NIO51 Devices

(7) Except normal setting for NIO51 series devices at Device Server label,
there are Wifi AP Configuration, Serial Port Configuration and Data

Flow Configuration setting options.

41



nCare Device Setting

8)

.

| | 3 =

# Modify Device %]

I General DeviceServer

E Wi-Fi AP Configuration 1
Device Server

MAC: 04:A1:A2:8T.6E:ED 3
ssiD: IWF300_11N_2G_43

| 3 i (
Encryption: WRAZIWPAZ MIXED -

Key:  |eessesee

Serial Port Configuration

i Mode: RE486
Terminator:
Baud Rate: 9600
Parity: .Ngne
Stop Bits: E

Figure 61 Parameters Modification for NIO51 of Device Server

There are labels of “General” “Wlan” and "WirelessHART" on
Modify Device page for setting NIO200-HAG devices of IWSN Gateway
series.

a. Access Point Gateway and Network Manager can be set on
“WirelessHART" label.

b. Enter parameters then click “Save.”

c. Click Reboot for updating the setting.
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r 1

i Modify Device (%)
i General Wian WirelessHART
€
2 *The new setting will take effect after device restart
. Access Point General Setting
e IWSN Gateway EUIG4: §b9-1 B-1E-F8-70-06-00-01
AP Tag: |NEXCOM AP
Network 1D: [anan

|ﬂ*
Gateway General Setting

GW Tag: [NEXCOM GW

Cache Read Response  [g0
Timeout:

Cache Burst Response 5_3600

Timeout:
I&*

Network Manager General Setting
NM Tag [NEXCOM WHart Manager

| Save « =

Figure 62 Parameters Modification for WirelessHART of IWSN Gateway

d. Scroll down Modify Device page.

e. Paremwters such as Access Point, Gateway and Devices for Device
Management can be seton “WirelessHART" label.

f. The device can be added or activated for Device List on this label
as well.
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#_A:gggs‘__gg.wmx_u_usuﬂ_u_l.mu nUYUERDILENILE
crom— a
Modify Device (%)
1 l
General Wian WirelessHART
1 Device Management -

Access Points

00-1B-1E-F8-70-06-00-01, 00 00 12 34 000000 0OOC v

-

IWSN Gateway
<EUIB4>, <Key=[, <EUIG4_REDUNDANCY=][, <NETWQ

| Save || Delete

Gateways

00-1B-1E-F9-81-00-00-02, 0000 1234000000 00C v
<EUIE4>, <Key=

| Save |
Devices
Join Key is "® unique per network per device | Active |
00 00 12 34 00 00 00 00 00 00 OC 00 0O 00 00 00
Cevice List

Upload device list Ichoose file l,%?i

-

4

Figure 63 Parameters Modification for WirelessHART of IWSN Gateway

(9) There are labels of “General” “Wlan” and "“ISA100” on Modify
Device page for setting NIO200-IAG devices of IWSN Gateway series.

a. Backbone Router, Gateway and Syetem Manager can be set on
“ISA100" label.

b. Enter parameters then click “Save.”

c. Click Reboot for updating the setting.
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f 1

Modify Device (%]

General Wilan 15A100

| *The new setting will take effect after device restart

Backbone Router General Setting

\M«

Gateway General Setting

P

, IWSN Gateway EUl64:

BBR Tag

EUIG4:

GW Tag:

System Manager General Setting

‘“Saue *

Device Management

EUIG4:

SMTag

Cancel

Figure 64 Parameters Modification for ISA100 of IWSN Gateway

d. Scroll down Modify Device page.

e. Paremwters such as Backbones, Gateways and Devices for Device
Management can be set on “ISA100” label.

f. The device can be added or activated for Device List on this label

as well.
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Modify Device (5]

General Wian 1SA100

Device Management

2 Backbones
e

q IWSN Gateway B
| <EUIE4>, <Key>, <Subnet>

i | Save | Delete

Gateways

[<EUlE4>, <Key>, <Subnet=

II.SB'«'E““ bEiEiE |

Devices

‘V<EU\54{-EUIEP1)> <Key=>, <Subnet>[, <Role>]

| Save || Delete

Device List

Figure 65 Parameters Modification for ISA100 of IWSN Gateway

(10) With IPC Device Type, there is another Alert Threshold for further
setting except General page. Check the Active box and change the
setting then click OK to save setting.

Modify Device
General Alert Threshold
Active
E-mail to: | account@ v

Temperature

CPU Temp (Max: 100): °C SYS Temp (Max: 100): °C
Usage

HDD Running Time(Min:100,000): hr
Storage

Storage Health (Min: 100): 0 % Storage Free Space (Min: 1,000): 0 MB

Figure 66 IPC Device Setting

46



nCare Device Setting

6.1.2.7Device Deletion

Click ] icon to delete the chosen device.

nCare

@

Manage Dovice List | Conlig Bockup | Conlig Restore | Fw lpgeade | Device Povision | Modbees Prilile
Device Type [0 Showitide Roque Devices
[} Device Name  IF Adaress. Dﬁ‘:i_‘ SSID Mode  Encrygtion Channel Latiuge Lonpdude Web Mibbrawser Reboot ModtyDalete
U IWr
| IWF300_11N_2G_63 ap pakz [
00e et bhad  WFID0-63 102111063 mWe o 1] & T? o .“
TWF300_11A 56 mesh  mush o kL |
| IWFIT0_TIN_2G_44 ap pak2 n [ elete
Moblle Mesh 3 lo0 0msezRar IWEIIDS4 02111044 T0E o o & w O ATHE
TWF300_11A_56_mesh  mesh rone k1]
IWF300_11N_26G_16 ap pekz n
O00cAe AT atil  IWFADO-L6 102111048 RAF 1] 1] F w O & &
= TWTI00_ 114 50 mesh s e » J
Devico Serves
IWFIDU_1IN_26_64 ap pakz 7
00.0e RoBTAla5  IWFADO-A4 102111084  FAF ] ] #~ w O B i
IWF300_11A_5G.54 ap wra 18
SN Gatiwary IWFIDO_1IN_2G_43 ap pskz 1
B s Gy ? a0fe A AT ATAT  IWFADO4Z 102111043 BAF ] ] & w G & i
= IWF3I00_ 1A 56_43 ap pak2 kL] =

[ |
Figure 67 Device Deletion Icon

6.1.3Introduction for Configuration Backup
The configuration of device can be backed-up manually or with schedule.

6.1.40peration for Configuration Backup
(1) Check device Mode/ or IP Address for the searching condition. Click

Q. icon to search.

|| Fulipgrade | Devics Provision

| Config Backup |

Canfig Reston

IWFI310XH

Schedule Hame:

Start Time: | =]

= =
Figure 68 Search for Device to Backup

(2) Multiple devices can be chosen for backing-up.

(3) Click Backup Now to backup immediately.
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(4) Enter Schedule Name, Start Time and choose Repeat type from

pull-down menu, then click New Schedule to setup backup scheduling.

Manage Jevice List Confia Backup | Config Restore Fw Upgrod: Devlce Provision Modbus Profile
Schedule Name Sulect Dovice # Mogel; [WF300 |1 IP Adoress: . Q
Device Name 1P Address Model
B ] M21.1043 WF300
* ITWF300-46 PAFE00
- TWFIn0-E3 TAFI00
IWFI00-64 102111064 TAF300
Schedul Name:
Start Tume: 2OTEA114 0.00 &
Repear: [Hone
Eviry Wk
[Every Months |
SER S I m
Event i

Figure 69 Configuration Backup with Schedule

(5) The Scheduled Name of the configuration backup will be listed on the

left. The schedule setting can be modified by clicking on the Schedule
Name.

(6) Click Modify Schedule to save the update.

Manage e L isd i up Config Restore | Fw Upgrade | Dievic
Schaduto Hame Select Device = Madel | WVF300 - P Addrass: - Q
TEST Bt Device Hame | 1P Address
= ? | IWF300-43 [ 10.211,10.43
£l IWF300-46 10.211.90.46
- TWFI00-83 10211 1063

Schedule Name: TEST
Start Time: JOT6ATA 1R D7 -]

Repeat: | None

R S m s

Figure 70 Configuration Backup Schedule List

(7) Click on the Result to see the status of configuration backup. Click ' £
icon to save the backup information.
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Config Backup Result

Device Name IP Agaress Staws Time
Davice List | Confia Bag IWFID0-43 102111043 Sueeess| § 2006-11-15 17:00:11
IWF30-a6 10211.30.46 Suecess| § 20161115 170017
Schedule Naame
WFI0063 1031 1063 Success ! 20161115 170073
TEST [Rusalt] * _E Magel

P TWF00
L V0
Fl TWER0

| B
= o] | =

Figure 71 Status of Scheduled Configuration Backup

6.1.5Introduction for Configuration Restore

After the configuration being backed-up, the device can also be restored by
the saved configuration setting.

6.1.60peration for Configuration Restore

(1) Check device Model or IP Address for the searching condition. Click

Q icon to search.

Manage 2 ist | ConfigBackup | ConfigRestore | FwUpgrade | Device Provision |
| -
SelociDoviee ool IWFJ00 v | L P address: | [ = Q*
’ Davice Nama ; 1B Addrass Modal
- AFI00-43 10.211.10.43 IWF300
’ o IWF300-48 10.211.10.46 WF300
MAFINNE3 102111083 TWF3DD
IAFI00G4 10.211.1064 IWF300
Event E

Figure 72 Search for Device to Restore

(2) Click onthe ™ icon to browse for backup file. Choose the desired one
for device restoring.
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SonfigiResiore;

& ] CoufigBackup
A L] 20161115 TEST
51 IWF300_config_10.211.10.63 tar
': - IWF300_config_10.211.10.46 tar
B IWF300_config 10.211.10.43.1ar

SelectDevice @hodel|WF00 | O

| Device
- ; rAFa
@ Fd
[ mwrad WF300

- ) S—

T ey i = S

Figure 73 Backup File Selection

(3) Load the file, then click Restore and Yes to continue.

T Network Device

1022.22.178 % ©

Are you suTe you want ta restone?

Manage Device List | Config Backup | Confla Resior

T - = Mk, THEEm L
- [IWF300_confg_10.211. gl ‘
: s [ a2 || ®ma
SelectDevice W Modol [IWF300  v|  LIIP Addmess Y
| Device Mame P Address | Mode|

MAFI00-3 10211.10.43 MWF300
MATFI00-45 10211,10.48 PAFI00
WFI00-63 10211.1063 PWF300
MATIO0-64 10211.10.84 PAFI00

T T T R e

Figure 74 Configuration Restore Confirmation

(4) If the wrong backup file is chosen, an error message will pop-up.
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Config Restore 10.22.22.178 B8 :

File name does not match with the model

= 1) ConfigBackup
B ] 20161115-TEST

celist || ConfigBacy i +8) IWF300_config_10.211.10.63.tar
B | g
i o2 TWF300_config_10211.10 46 tar
- .. 42 IWF300_config_10.211.10.43.tar
IEEE VIR N
Device k i Model
IWFE IWFG330M

Figure 75 Error Message for Wrong Backup File

6.1.7Introduction for Firmware Upgrade
nCare may upgrade the firmware for device manually or scheduled.

* Please confirm the file type of firmware: [Device Type]-[Version]. For
example: IWF300-v2.0.bin

6.1.80peration for Firmware Upgrade

(1) Select Device: Check “Model” or "IP Address” then click Q to
search for the device.

L NEXCOM |

Manage Davica List g Hackp Contig Bestord | Fw Upacade [evics Pronisi
Schedule Name Spdoct Device # Model: [IMFI00 = |11 IP Address: - Q *
o Device Name IF Address Mostel FW Varsion
Schedule Name:
Start Time: -]
File Name:
Event —~

Figure 76 Selection for the Device to Upgrade the Firmware

(2) Check the device for upgrading the firmware. Fill Schedule Name, Start

51



nCare Device Setting

Time, and choose file by clicking ' ' to surf for related driver.

(3) Click New Schedule and Yes to add a firmware upgrade task with

schedule. Or click Upgrade Now to upgrade the firmware immediately.

Manage brvice List Config Backup | Config Restors | Fw Uparsde Davice Proviskon Mot Profi
Schedule Name Select Davica # Model [IAFI00 « |0 IP Address. | - 1Q
Device Name | 1P Address Model L
| jireesok;
- TWFS 43 10211 1043 TAFE00 o ‘I‘:]Ll"-
TWF300-48 WIITI0.46 VFI0D |:'|l.:1”11- |
o 4 5 LRS- RISHE
IWFI00-63 102111063 300 e

Schedule Name: IWF300
Starl Time: 201871115 0.00 B

i Hamme: panart IWF 300 wabgui |

o | e

Figure 77 Upgrade the Firmware with Schedule

(4) Click on the Schedule Name on the left to Modify Schedule, Upgrade
Now or Delete Schedule.

Schadue Name Sehict Device # Model [PAF300  « |10 P Aodress; | B 1Q
IWF00.43 Resuf ~ | Duvics Hiame 1P Address Model i Pl =2
== | ! | Wersion
P TWEI0-23 10711 1043 1300 i
Schedul Name: TWF300-43
Start Tie: 2O1EIT1A5 1735 ]
File Name: | 1
New Schdube [Madify Schedul
Eveent <

Figure 78 Scheduled Task Modification

(5) Click on Result, and a “Firmware Upgrade Result” window will
pop-out.

(6) Device Name, IP Address, Status and Time will be shown.
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Success: Firmware has upgraded successfully.
Ongoing: Device is upgrading.

Failed: Firmware has failed to upgrade, please contact the customer
service of Nexcom.

b —— T — ~_ mExcom |
nCare ; :
iy 0 v et s Mragen \—m m Firmware Upgrade Result e t_

Manage

[Device Name IP Address. Halus Time I
[VFI0N-43 102911043 Sucriss 2016-11-15 1B 4538

TWF3In0 Result ‘ el W Version

uuuuu

iRy 4.0 [hevice R Netwark Ho

Figure 79 Firmware Upgrade Result

6.1.9Introduction for Device Provision
Manager may deploy multiple new device by nCare. Connect all device to
the server of nCar and set the IP address by the DHCP function(Chapter 5.4).
User the Device Provision function to batch process the parameter such as
ESSID/Mesh ID, Mode, Encryption, etc.

6.1.100peration for Device Provision

(1) Choose Device Type and Model Name.

(2) Enter the information of General Setting, Interface and Operation
Frequency.

(3) Click Save.
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Fwlpgrade | Device Prowislon | Modtus Prof

Device Type Model Mame: wFaoo -

I l WE 3 General Setting

Raad Community
‘ Wirite Communiy
ﬁ Dovice Sarvar 3 Teap Corfiguration:
Sysiog Configuration.

Interface
ViiRacks: ‘wian(

ESSID/ Mesh ID:

Mode: Accass Point

Operating Frequency

Mode: g
Channel US v | auo
Wi 20 MHz
TxPower 0 dBm (1mW)

o

Figure 80 Device Provision Setting

(4) Click Provision, and a Device Listwindow will pop-out.
(5) Choose the device to provision, then click OK.

(6) Go to Device List (Chapter 6.1.1) and Topology (should be
re-discovered), the device will be updated.

Device List

Device

D DEVIce b Address SSID Encryption Channel
| IWF300_11M_2G 63 | ap pskz 6
= 0 onese7sad P 102111063
IWF300_11A_5G_mesh mesh  none | 36
IWF300_11M_2G 46 ap pskz | 1
0 o00ese67sa00 a0 102111046
| IWF300_11A_5G_mesh mesh  none | 36
IWF300_11M_2G 64 ap pskz | 11
0 oogesesystas 200 10211 1064
IWF300_11A_56_64 ap wpa | 48
IWF300_11N_2G 43 ap pskz | 11
@ ooeseersrar V0211 1043
i IWF300_11A_5G._43 |  ap pskz | 36

»
Save Provision... <

Figure 81 Choose the Device to Provision
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6.1.11Introduction for Modbus Profile
This function is used for create device that support Modbus such as IPC or
PLC type of device. If this kind of devices are added, they can be discovered
on nCare then.

6.1.120peration for Modbus Profile

(1) Enter Device Model and upload the device icon.

5 o oT Studio |
nCare e Rkl e
iy 2 Couar & b bt gt m
. L Usa savarity Interval Grou Hogua APiDavice
Manage i u " v Mol Profik
Mcdbus List I Mol Vandor: image Upicad I
APPC Sories ‘ Discovery Parameter
Al *Note: Plaase use white space 1o seperate the register values when word count is arger than 1 (Except for Unicode & Unicodet)
Eliau ' Regestar Valu Function Code Address Offset (£.0. 40123+ 122) Ward Count Atribute
T Cols = By v
Modbus Sim @ 7]
1 Caits . Enay v
WM1B40)
E Regster Tabike | Ad Register || Deluo Rugisir
WaM1B301
ﬂ Hegisier Nami unit Function Code Amiress ONfsel (Eg. 40123 . 122) wiard Count Allrite
HISE105 £ _ == o
davicelll Coils v
Decimal_ v

i,
Figure 82 Enter Modbus Profiles

(2) Enter the information of Modbus device on Discovery Parameter and
Register Table area.

(3) Enter Discovery Parameters such as Register Value Function Code
Address Offsetand Word Count

(4) Choose Attribute from the pull-down menu.(The value can be referred
on device manual)
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Manage Device Lis onfig Backur fig Restore Fw Upgrads Provisior Modbus Profile
Modbus List Vendor: Image Upload |
APPC Saries er
l‘i white space to seperate the register values when word count is larger than 1 (Except for Unicode & Unicodet)

ETT244 @ Function Code Address Offset (E.g. 40123 - 122) Word Count
Modbus Sim ' 1 Cale

1 Coils
WMHB403 '

Register Table | Add Register | Delste Register
WM1B301 ’
Register Name unit Function Code Address Offset (E.. 40123 +122) Word Count

NISE105 v

Figure 83 Enter Discovery Parameter

(5) Click Add Register or Delete Register for adding or deleting field,

respectively.

(6) Enter Register Table such as Register Name, Unit Address Offset and
Word Count

(7) Choose Function Code and Attribute from the pull-down menu.(The

value can be referred on device manual)

Manage Jevice | snfig Back . stor Fw Upgs : vision | Modbus Profile
Modbus List Model: Vendor: image Upload
T Discovery Parameter
Note: Plaase use whits Space 1o Seperate tha regisiar valuas when word count is larger than 1 (EXCept for Unicode & Unicode1)
T2 ' Register Value Function Code Address Offsel (E.9. 40123 » 122) Word Count Aribute
Modbus Sim ' 1. Cails v Binay v
1: Coils v Binay v
WM1B403 '
Register Table Add Register || Delste Register |
Ww1B301 1]
Register Name unit Function Cods Adaress Offset (E.g. 40123 +122) Word Count Attribute
MNISE105 - v
= devicelD [ACais - 5 R s
T.Coils .
3 Holding Registers.
4: Input Registers

Figure 84 Enter Register Table Parameters

(8) Modbus devices are listed on the left. Devices can be inquired,

modified or deleted.

(9) Click Add to complete device adding procedures
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Mot List Mocluk; AP

Discovery Parameter

APPC Series.
*Hole: Ploase use whit space to seperate the registor vahies when word count is krger than 1 {Except for Unicade & Unicodi1)

[FT7744 “Register Value | Funclion Code I Addeess Offsot (.o 40121 . 122) b Word Count _:  Atibute

EEE) 3. Hiding Registers = i ] i 1 [Decimal v
v aiB403 T G
Rugister Table Ada Regrsser || Delete Register|

bcdbus sim ' APPC Series 3 Hedding Registers » @8 30 | [Unizode ¥
prmifan ' Repéster Name Uinit Function Code Address Offsot (F0.40123 122} | Word Count Attrilnite
sk % devicelD [ T Coks

TBICSName 3 Hoding Regiaters » 158 7] -
LPU_Usage 18 1 3
L5 - Hex
| FDOModeiNams L) B R
HO! E Hax v
Event rio

Figure 85 Modbus Device List

6.2 Log Management

Log page includes Event Log, System Log and Playback. Abnormal
situations can be saved on the list and available for playback.

6.2.1Introduction for Event Log

Abnormal situation will be saved on the record list. Administrator may
search for the record with selected conditions.

6.2.20peration for Event Log

(1) The Event Log function has event record within one month by default.

Multiple searching conditions can be chosen.

Log Event Lo System Log | Playback
T
Glear ksl 23
) Begin Gan. - 2016-10-15 = —r— -2! I_‘HZHII}E = NW | W_| _M_M _| —aEs “:““——
- _ - 23 10211,1064 IWF300-64 Major Coid Stan 2016-11-15 18:29:58
EndDale. (20161115 = - 24 102111064 ] Major Coid Start 2016-11-15 18:2406
" - i Anzmdal | NICED 4GHIRDHEE | mamal | poungBuecess | MBI B
LI 1P Addtess [IF Addmess (o 2% 10.211,10.43 IWFI00.43 Major Cokd Start 2018-11-15 18.20.58
- 2 10211.1048 NIOS0-43honDHOR Critcal Poiing Failed 2016-1115 181737
) gevertty:| Criticai v IR jmaies | PirgatieOsvice Hotmal Poiling Slecsts 2016:11-15 181478
o An2iadie | PingabiaDicn Harmal Polling Suceens 2018-11-18 181418
Ll pevice wame!| 3310 EIR ELESTRT L NIgs0 Narmal Polling Success 2016-11-1518:0418
] wries | PingatieDevica Harmal Polling Succass ANETIE BT
ciear wi | o2t | ModbusSim Narmsal Palling Success 2018-1118 11T
o | m 102111085 ] Hormal Poling Suetess 20161115 181437
e wamieee | Fingatissiice Narmal Poling Succass FEIIs BT
m wanianiez | Fngatieiace o) Poliing Succms I8 8T
O FLEITETETT S PingabieDevice Narmal Polling Success: - 201E1A5 181407
[ e 1021140430 | PingabieDevics Narmal Palling Success 20161115 18:14:17
Event Eae

Figure 86 Searching Conditions for Event Log
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(2) Severity of Event is marked with different colors. (Please refer to
Chapter 6.4) The IP Address, Device Name, Severity, Event Name and

Timewill be shown.

Log | Eventlen | Systmlog | Playback

) Bgin Gate: 20161015 m - e
3 10.211,10.64
EndDale, (20169115 G - 102111064
LI 1P okt 1 Ao
[l Severity:| Criieai *

(] (3310 Bl

D ciear

Event

Figure 87 Event Log Table

(3) All records can be cleared by checking the box at its front, then click
Clear.

(4) The deleted record will still show at the list but with fading check box.

* Critical (RED) alert will be cleared automatically if the device is back to
normal. Major (Yellow) alert should be cleared manually if the device is

back to normal.

102222178 855 :
Successfully Clesned

Log

Begnatel [1016-10-15

End D

() sevarity: | Critieal v

Ll pe 3310

C clgar

Evenl

Figure 88 Clear Event Record
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(5) Event Shortcut Table: There is an icon below the main menu. Click

icon to open Event Shortcut Table, and click 7 tohideit.

Network De

Log Event Loq
le£1 2 3>
. Bogin Date: | 2016-10-08 = FrgELE e iy Fa T o
10,11 PingabieDevice Critica Polling Fadeq 2016-1 0803
End Date;  (2016-11-08 314 | 102119048 NIOSO Normal Pomng Success 2016-11-07 19:08,03
#4 3T 02111048 NIDSD Ciicat Pulling Fased 2016-11-07 190845
¥ Address:|IP Addre < 378 1021110116 PingapleDevice Crifics foling Fases 216-11-07 19:02:54
< 37 wxieng FingapiaDevice Critical Poiling Fased
< a8 02222978 ncare Magor Rosgue AP Alarm (Found rogue AP
¥ i 02222178 neare Mafar Raogue AP Alam (Feund regu
s W02 I2TE e magr Rogus AP Al (Found i
vant oy
tical ' Mo
i} 1P Address Device Name Event Time
365 10.2141,10.118 PingableDevice Pulling Failed 2016-11.07 19,1318
365 1021110421 FingatieCavice Fulling Failed 2018-11-07 180922
067 021 10118 Bingatielvice: Foting Fated 2016-13-07 1908 03
360 Root Rogue AP Alam (Found rogue oevice 10.211.10.105) 2016-11-07 185330
308 Foat Hogue AP Alam (Found rogLe cevice 10.211.10:253) 2016-11-07 18:53:30

Figure 89 Event Shortcut Table and its Icon

a. Only RED (Critical) and YELLOW (Major) event will be shown on Event
Shortcut Table.

Event
o Crilical W Major [Replay|
LY W Address Device Name Event Time

365 10.211.10.116 PingableDevice Posing Fased 2016-11-07 19:13:16
365 10.211.10421 PingableDevice Poling Fased 2016,11-07 190922
wr 10I1.00.076 Pingablelavice Feling Fased 2016-11-07 180803
388 102222178 Roal Ragun AP Alam (Fi vico 10211 10 105) 2016-11-07 125330
369 102222178 Roal Rogue AP Alarm (F vice 10211,10.25%) 2016-11-07 18:53.30

Figure 90 Severity Level shown on Event Shortcut Table

b. Severity level can be chosen by checking the box. And all kinds of

events can be shown.

Cvent
¥ Criteal ) Major [Replay

n e 1P Address Duvice Mame Event Time
4 102111045 Lt Polling Fased 2016-07-26 181028
L 10211 1045 NIDED Palling Failed 2016.07-26 1208 10
7 102111045 KICS0 Faolling Fafled 2016-07-26 18:0552
] 102111045 L= Polling Faled 2016-07-26 18:00:34
¥ W2NA0AE e Palling Faded 20160726 180116

Figure 91 Severity Selection

6.2.3Introduction for System Log
All the alert of execution and variation, such as MIB Browser setting,

Firmware Upgrade, Device Backup, for the device will be recorded at

System Log page. User may understand the status of device by checking
System Log table.
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6.2.40peration for System Log
System Log table is set to show the record within a month. User may search

for the record with different searching conditions.

R

o Begin Dase; 20161015
o WP Address Device Name Severiy racility Time Message

Figure 92 System Log Table

6.2.5Introduction for Playback
Events can be playbacked with selected time or issue. The Topology at the

selected time can also be shown for checking the issue.

6.2.60peration for Playback

(1) Playback function is defaulted enabled.

(2) Topology with issue is saved once in every 3 minutes.

(3) The records will be cleared in 30 days.

(4) Previous records will be cleared if the storage has reached 1024MB.

(5) Administrator may set Record Period, Days and Maximum Memory for

Playback function.
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Log A EventLog | SystemLog | Plavback

Enable: 5]

Record Period: minutes
days: days
Maximum Memory: MB

Figure 93 Playback Setting

(6) Click "Replay” for playing previous events.

g Devica List

Figure 94 Events Playback

(7) Click icon and a Search window will pop-out.

(8) Select Begin Dateand £nd Datethen click "OK" .
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g Replay .

@  DeviceList (&) @) [ (][] ] %E > pm

Search @‘

Begin Date [yyyy-MM-dd]: Begin Date «
End Date [yyyy-MM-dd]: End Date =]

E

Figure 95 Events Searching

(9) Choose the issue for playback.

@ Devicelist Q][ Q) (o] [«2] [] [i] [oa] {1l [ o] s} ————
a_gkm: - 20170505 162313 |
- INFI00_118_5G 43
= MAFI0_11A_56_64 I ’f%,\" ’f‘? /,%..'\\ i
- MAF300_1IN_2G_43 A U U
E o WNEIO_TIN_20 a8 msunu_nn,};am-,__ T 1 E300_ 1326, 64 'W_E!L‘H..“&M..M W
24 A _# ETC-swikh7g

- PAFI0D_11N_2G_63
o MFI00_TIN_2G_64
a - MAF3I0_1IN_38 44
o PAFS04D_1i3c 58
o MF5040_11ng_6D
# o MAFEIN-BT
L AFPCTZIS-1ee
T CTC Swilch?E

B me fdnTE

CTC-Swilj e

Figure 96 Issues shown on Topology

(10) Playback icons are list as follows:
EIEY | [EB) (S (1] (] [

Zoom In: Zoom in the Topology.

Zoom Out: Zoom out the Topology.

Zoom QOverview: Zoom to show the whole Topology.

Zoom Reset: Zoom to show the Topology with original size.
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| i | |
¥/ Full Screen: Show Topology with full screen. Click “Esc” or [/ to
back to main page.

|L‘__E| Export to Image: Whole Topology can be saved. Click this icon and
another page will pop-out, right-click to save as png image.

=

%

Search: Search for all the events with selected date range.
L Previous: Play the event record from previous time point.
> Play: Play the event record.

P Next: Play the event record from the next time point.

6.3 Flow Usage

6.3.1Introduction for Flow Usage
The flow usage of £thernet WLAN, CPU and Memory can be shown at this
page. The data can be appeared as line chart.

6.3.20peration for Flow Usage

(1) Choose the device to monitor with selected parameters, £th, Wian, CPU

or Memory. The system will show the related data.

e
£ 2400000000

3 1200000000

Figure 97 Data Table of Flow Usage

(2) For the line chart, select the device from the pull-down menu of /P
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Address with refresh time and maximum size node number. The line
chart will be updated at the selected time and node number.

(3) There are Throughput Chart and Cumulative Traffic Chart to choose for

Ethernet and WLAN.

: -

Network Device

Usage
o IWE Eth | Wan | CPU | Memory
Mobils Mash Name  WAddress ,MAC Descr  spesd NOctets  OutOctets  WErors  OWiErTors mDiscard
W3- yaar1oes 99008 wa  tpopaooobe  i3nddsE | asedtonT 0 a 117083 2041430 18 0 o o
pe 63 308030
Iy - 1
W sgarra0es 0I0R emoz  ioosooooon  4sesiee | sesszza [ ] 62071 164028 ] 0 11458 o
[X) 083
IWSN Gateway ) —
WESR- snaimen J100R wmoa ioooocoona  iseanes  eavssand [ a 8047 TIEETE 1481 a Frr o
Dwvion:Seryer 1P Address: | 10211 1062 v| Refresh:| s visac. Maxsiza:| 10
Sutich 7000090000
|
E se000a00 00|
5 |
3 2200000000 |
s |
" 1
& 26000000.00 ‘
3 | . b
51 |
3 14000900.00
Event L5

Figure 98 Different Form for Line Chart

(4) The line chart will be drawn then. For example, the input and output
flow of Ethernet will be shown.

o IWF Elh | Wan | CPU | Mooy
MAC
i Wi Name  DAddess  ,MAC pesct Spond mOciets  OuiDctels  WEros  OulErrors InDiscand
WFID0GE 102110063 D000 0 1000000000 11386521 35743358 [ a 617 048842 16 ] 0 o
IS
WFID0E3 102111063 J0APT em02 | 1000000000 457560 | 02021450 2 a 62222 766127 o ] 11485 ]
TWSN Gateway ou10t
WFID0S3 102114063 S0i0M em03 | j00000ODMO 1562300 | 06396930 [ [ 2040 736000 1485 ] 4450 0
Dhevice Serven e = = — = e
1P Address:| 10211 1042 v| Refresk:| & v sec. Maxsioos| 10 v ) Type:| Comuative bafic Ghart
Switch RO Y
& 24000000000 T
H mnm:onm!
o |
§ 12000000000
3 soncconon| l
> 0
Wothl e Bothl i Wit ix Mot b
Event

Figure 99 Eth Data chart

(5) At the Wlan page, the line chart with throughput or cumulative traffic
chart, and client number of WiFi Internet can be shown.
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Eth | Wan | CPU | Memory

= name P Adaress eser Mnoctets wowocrets Bana Mot Cuent Chanaet pr—
IWF300-46 102111046 wiang 0 146045078 246 ap 0 11 0
L3 WF300-63 10211.1063 wiant 405356500 257280226 5G mesh 2 3 9
o " IWF300-83 102111063 wianQ 0 100320291 24G ap o 1) 9
e wrsons3 10211 1083 wano o s0a 240 P o s h
Duvics Server IWF310-44 102111044 wian0 38738 146697388 246 ap 0 1 1]
WF310-44 10211.10.44 wiant 438500148 755087403 56 mesh 2 3 9
WF300-43 10211.10.43 ‘wianQ 3033077 135102793 246 ap 3 1 0
WF300-43 10211.10.43 wiant 0 120448894 56 ap o 36 2
IWF503-pro 102111042 amt o 0 56 ap 0 100 7
1P Address: [ 102111044 *| Refresh:|5 «sec. Maxsize:| 50 + | Type:| Cumulative iaffic Chart ]
o o . " —
- - + -
§ s [
Jp—
& == T o
| S—
I I ] |
L 10 2 k] £ » &0 £
mwtant . mwiant  wutand i
Client
. | | [ 111 |
. !
i ‘ | TTTTTT] \
3 0w | |
i
e I I 1 |IEREEEN ‘4 +
| | I
- ve 1 1 X X L
L] 0 ] ) E: ] 30 £ W L]
W24G 156

Figure 100 WLAN Data Chart

(6) Atthe CPUpage, the line chart with CPU usage can be shown.

Usage

Usage
| & e | |Eth | Wan | CPU | Mamory
N p
A ame 1P Address CPU Usage(%)
IWFI00-53 102111053 15
L IWF310-44 10211.10.44 12
1WF300-48 102111046 7
IWSHN Goteway
IWF300-43 102111043 [
Do Ssevae IP Address: | 10 211 1042 *| Refrash:| = visoc. Maxsize: 0 v|
Switch g 70.00
&=
&
=
T
o
W Cpu Lssae
Event =2

Figure 101 CPU Data Chart

(7) Atthe Memory page, the line chart with memory usage can be shown.
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| o mE Cth | Wan | CPU | Memory
Name ¥ Address Memary Usageit) Memary Size{k}

Mobile Mesh Sk

IWF300.53 102114083 13 128348
IPC IWF31D-44 10.211.10.44 3 126315

IWFI00-45 10.211.10.45 13 126316
PSR Gomsiny IWFI0-43 102111043 E+ 126316

FAFS040 85 10211 1088 B84 128384
Device Serve - - -

IP Agdress:| 102111054 «| Refresh:| 5 «sec, Maxsize: 10 ¢
Switch
——
s T 0]
WHEN Usage
Event i

Figure 102 Memory Usage Data Chart

(8) Choose the IWSN Gateway type device from the left column.

(9) The data flow of NIO200-IAG, NIO200-WMR or NIO200-HAG can be
shown as line chart.

WE Eth | Wan | CPU | Memory
Mobie Hoch Name 1P Address MAC Address Descr Speed InOctets. Outoctets Inrrors Outrors InlicastPkis  OutUcastPkis InDiscard OutDiscard InNUcastPkis OutNUcastPkis *
NIO2OBMAG | 102111067 | 001073582843 am 1000000000 | 3310287350 192220678 0 0 20,208 53 1830177 | 638s 0 0 ]
IPC NIO20HAG 10.211.1067 00:10:13:5:28:43 eth2 10,000,000 0 2,833,348, 240 0 0 0 16,233,246 0 0 o o
| NIO00-HAG | 102114072 | O0AOMSa4277 et 1000000000 | 339471456 111,778,838 0 0 2123452 #1097 5514 0 o °

Device Server

Switch

IP Address :| 10.211.10.72 *| Refresh:|5 ¥ isec. Maxsize:| 10 v | Type:| Cumulative trafiic Chart

“conco0mn00

20000000 96

Cumulatiee Countityte)

Metni e Wethi &

Figure 103 NIO200 Device Data Flow Line Chart

(10) Choose the Device Servertype device from the left column.

(11) The data flow of NIO51 can be shown as line chart.
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WF Eth

Figure 104 NIO51 Device Data Flow Line Chart

6.4 Severity

6.4.1Introduction for Severity
The severity of Event is defined at this page. Critical situation marks as RED;
Major situation marks as YELLOW; Normal situation marks as GREEN.

6.4.20peration for Severity
(1) Polling Failed, Link Down, Warm Start, Cold Start, Authentication Failed,

Polling Success, Link Up, IPC Temp Alarm, IPC Storage Alarm and Rogue
AP Alarm with related Severity are all list at this page.

Color Mc

PP PO eRPeRPE

Figure 105 Severity Table

(2) This table may be modified. A Modify Severity window will pop-up

when clicking on 4 icon, Choose the Severity from the pull-down
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menu then click OK. The color will change with its related severity.

Event Saveriy | color Modity
Polling Failes Criical
Link Down Major h
Véiarm St Maiat a
S8 St Modify Severity a a
Authentcation Faied E-]
Polling Success | Tap Eoim g Eivtens a
Link Up s [omar 7] a
1P Tornp Atarm E-]
IPC Storage Alarm - a
Netarark Unstable '_ a
Rogue APDevice Alwm a2
Ring Falure mjor a
Ring LinkUp Normai - a

Figure 106 Severity Modification

6.5 Interval

6.5.1Introduction for Interval
The cycle for polling device can be set. The trap sent by the same device
within few minutes will be recorded at the Event Table.

6.5.20peration for Interval
Select Polling Device Interval and Alarm Duplicate Period then click Apply.
Take the picture below for example, system will be polling device at every
60 seconds and duplicate the alarm at 300 seconds.

Interval

—— Intarval Satting

Palling Devize Intarval: 1 v min Appiy
Adarm Dy plicate FPanad: 5 v )min Fpply

1
2
13
1

Figure 107 Interval Setting Page
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6.6 Topology Group

6.6.1Introduction for the Topology Group
This function is for classifying Topology Group. It" Il be easier for managing
the devices by the group with similar characteristics. The manage authority
for a group can also be set.

6.6.20peration for Topology Group

(1) Click on "Add” icon then an "Add Topology Group” window will
pop-up. Enter Name, Latitude, Longitude, and choose for Map Image
(with size smaller than 1IMB and in png, jpg or bmp format).

(2) Click "OK,” then anew Topology Group will be added.

Map Image Latitude Longitude

Add Topology Group @ |

Name:
Map Image:
Latitude: (-85~ 83)

Longitude: (-180 ~ 180)

Figure 108 Add Topology Group Window

(3) Topology Group can be modified or deleted. For further application of
Topology Group, please refer to Chapter 7.1 Topology View\Group
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Figure 109 Topology Group List and Modify/Delete Icons

6.7 Rogue AP/Device
6.7.1Introduction for the Rogue AP/Device

Unauthorized Device can be detected and set by nCare. The device will be
marked to inform users for security. However, the device can be
incorporated into White List, to consider it as legal device.

6.7.20peration for Rogue AP/Device
6.7.2.1 Detection

(1) Click Scan to detect for Rogue AP/Device.

Scanning please wait...

0%

Figure 110 Scan for Rogue AP/Device

(2) There will be a list of rogue AP/device after scanned. The list includes
information such as /P Address, MAC Address, Name, Model, Wireless
Connection Device and Wired Connection Device.
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DECOM

L

Roque AP

Rogue AP/Device Detectlon | White List | DenyList | Soan Sening

w::: :“m IP Address MALC Address. | Name Model Wireless Connaction Device | Wired Connection Device s

s 18.211.40.79 de,gakD.08.20.20 PingableDevice Prgable deviee
i 10.21.1078 0010 Sacaz 0 FingabieDevice Phgasle cevie
] 10211 1077 0010 4 e B IWFE03.TT FVFS03
=l 10.214.10.76 OO0ATESD00S5 IWFS03-75 IWFS03
= 10211074 IR TR NIOET 1051

. 19.21.1072 00,1012 50.£2.77 NIO200-HAG T2 NIDI0O-HAG
) 18.211.10.70 DO:A0ME62 3850 NIOZO-AG-TD NICZOHAG

+ | 10.211 1087 00,10 13 5 28 43 NIDA00-IAG-67-00L HIC2N0IAG
=] 10.211.1083 O0:0e:08 67 Sbran IWF300-63 IWF300
= 10.211.10.58 04008405104 Unknaan Urknawn Gavie

| 10.211.10.57 00.10.13.36 851 3310 IWE3310XH -

—
scan Add AR

Fwent Eain

Figure 111 Rogue AP/Device Table

(3) The information will also be recorded in Event Log table. (Please refer
to chapter 6.2.1)

Rogue AP/Device Detection | White List | Denylfst | Scan Setting
'::::“m IP Address MAC Address | Name Maodet Wiretess Connection Device Wired Connection Device I[]
|
‘ 10.211.10.78 o b8.08.20 20 PingabieDevice Prgable device i
+ | L FORTE D00 ME5AAL0T Fingaeleice Pngaoie cavie
+] 10211077 00 1003 dir e 8 INFE03.TT TWFS03
<] 10.211.10.76 0003 71500055 INFS03-75 IWF503 -
=] 103111074 OO0 S a3 dS MICET N5 =

I

# Crites # Major [Replay|

w ¥ Address Device Name Event Time

1 w0 IWFS03-TT Poiling Faed DB 192 .
2 10211108 nCarg n " o TIITT TEILRT CRTerT 2018-08-01 191612 l'l
3 10.211.106 niare kogue APDevice Alam (Found rogus sevice 1021110 2018-08-01 192:19012

4 10211106 nCare fogue AP/Device Alam (Found rogus Gevice 10.211.10. J018-08-01 19:9812

5 10211108 nCan gue APDevice Almm (Found rogue device 10211 10 0120801 191612

Figure 112 Rogue AP/Device list on Event Log Table

(4) The detected rogue AP/device will be marked with exclamation point
on device list. (Please refer to chapter 6.1)
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Manage DeviceList | Conflg Beckup Conflg Restore | Fw Upgrade | e Proyision | Modbos Profile
Device Type *‘_« ShowiHide Rogue Devices
[ Devica Name  IF Address Ef"“:" Y Mode Encryption  Channel  Lalfce Lonpiiude Wed MbtrowserRencothiodtyDeiste g
u 7 Ed IWF300_1IN_26 = pakz 1
ootetesTsoacdh VIO 102110063 WF ] ] & F o aaa
TWF300_11A_50 mash none 36
TWF300_11N_ 3G B pek2 1
Mobile Mesh » wnnsemsdh sl Rk ) 0 & ¥ 0o aau@
INF300_S0_mesn  mesn pak2 *®
IWE_1N_2G ap pok2 1
i 5 ﬂ PVFID0-48-12 102111048 TWF ) o £ O a6
el PWFI00_ 114 50 s none »
Devies Sor %
IWF300_11N_2G a: pakz 1
oriomices Tkl MAF043 10211043 WF o ] & O a @
g IWEAN_T1A_SG mean none ]
I-J IWSN Catewny » moiTsooossdh  WESIRTE 102111076 WF 1] o & F o aamw
45 IWFS03 11ac 76 ao ok 100 2
Fwent L.

Figure 113 Rogue AP/Device on Device List

(5) The detected rogue AP/device will be marked with exclamation point

on topology as well. (Please refer to chapter 7.1.2.2)

Device List

Bl wreaz0

M 0200 HAG T2
L NIO20HAG-ST-00L
J MI02004AG-T0
B racsn

B PingabieDievice
M PingabieDevice
Ml Pingatietence
Jl PingabieDevice
Ml PingavieDenice
il PingatieDevice
B vnincan

M, Unikngen

Figure 114 Rogue AP/Device on Topology

(6) Click on the + mark to add the rogue AP/device into White List, or click
Add All to add all rogue device into White List.
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Rogue AF/Device Detection | White List | DenyList | Scan Setting
ik, 1P Address i MAC Ardress Name Maodel | Wireiess Connection Device Wired Connection Device
,1_| [ 102111078 deaa bl dl 2020 PingatieDeice I Pingabilo devics
l;l 102111078 00103 5a42:01 Pingatedevice Pingable cevice
i . | 102111077 0010 R datf & IWFENLTT IWFS3
b ) 102111076 LOUE TSI 0Rss IWFEDE-T6 WG
;;K W2111074 0010 M3 Sadd 45 NIOET NIOST
|L| 102111072 0010354277 NIC200-HAG-T2 NIC200-HAG
1 " l. | WA 00101 6X 3350 NICHEHALG- D NI IAG
(=) 10.211.1067 00:10.3:5e:20:43 NIOZ00-AG-S7-00L NIO200-IAG
L+ 1021063 Lo deBetithad IWF 30063 IWF300
s 102111058 co 48 0F of o5 04 Linkncram Unkneran dovice
+ 10.211.10.57 DO 10T336:86:51 o IWF 3310004 - - »
ERE
Evant -,

Figure 115 Add Rogue AP/Device into White List

6.7.2.2 White List

(1) The detected rogue AP/device, which is considered as legal device, will
be list on White List. The device can be modified and the list can be

imported or exported as .csv file.

Rogue AP/Device Detzetion | List Deny List Scan Serting
B Address | MAC Address Description Moty Uslate
W26 Q0D THE00055 TWF503-76 a3 (1]

Fwunt T

Figure 116 White List

(2) Devices that have not be managed can also be added into White List.
(3) Click Add and a Add White List window will pop-out.

(4) Enter the related information the click OK. The device will be added
successfully.
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Rgglg_a._APfDm_e Ietition . | g List || Dy st | Sean Selting
o s e e
10211,10.76 | Add WhiteLtsl ®| a ]
1P Address
MAC Address:
Seseciotice:
B 2

Figure 117 Add to White List Procedure

6.7.2.3 Deny List

Rogue device list can be set by this function. The device concatenated

under the device on the white list can also be set as rogue device or not.

(1) The device on white list should be set first. (Please refer to Chapter
6.7.2.2 for the white list)

(2) Click Add from Rogue Device for searching all devices concatenated

under the device on the white list.

NERC UM
. \ ¥ Network Device (oo - dmin - @Logout
e . Lc sa Severit Intery: Rogue AP/Device

Rogue AP/Device Detection | White List | | Scan Setiing

wo. | Connectsd Client MAC A Port Number Rule Dolete Result

Scanning please wait...

33%

Figure 118 Scanning for White List Devices
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(3) All devices concatenated under the device on the white list will be listed
on Add from rogue device list.

(4) Check for the devices as rogue device.

(5) Click OK to confirm.

Rogue AP/Device Detection | WhiteList | Denylist | Scan Setting

wo. | Connected Client MAC AR Port Number Rule | Delete | Result

Add from rogue device list @i
Connecied Client MAC AP bt Rule ‘ ‘
T84858:d1:e5.7d 10211.10.76 1 Deny
7848 50d1.e57d 10.211.10.74 1 Deny
784850010570 0211072 1 Deny
T84 5001e8Ta 02111070 . Deny
76485001057 102111067 ' Deny
20:4c.03.03:¢750 10.211.10.76 1 Deny
20:4¢:03.:0267:50 10.211.10.74 1 Deny
20:4c:03.03c7:50 10.211.1072 1 Deny
2004 0303750 1021110.70 [} Deny
2004c 03:03:c7:50 10.211.1067 1 Deny

Figure 119 Selection for Rouge Devices that Concatenated under the Device
on the White List

(6) A question mark “?" on the Result column indicates that the setting is

still loading to device.

Rogue AP/Device Detection | White List | DenyLlst | Scon Setting
NO. Connected Client MAC | AP | Port Number Rule Delete Result

1 Tode:5o01esTd 102111067 1 Deny ' ?

2 2004003030750 102111067 1 Deny ' ?

3 TE48.5001e5Td 102111070 4 Deny ' ?

4 LIS ER TR 102111070 4 Deny (i} "
TEAESE0 e T W211.10.72 1 Deny i 2

8 TR42 504105 Td 102111074 1 Dy i i

7 TE4R 5O d1e5Td 102111078 1 Dory ﬁ d

m i

Event e

Figure 120 Rogue Device Setting on White List
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(7) Click Apply then a “Setting complete” message will pop-out..

(8) Click OK.

10.211.106 BT

Setting complatel

Kadnin B Logout

Setting please wait...

Figure 121 Rogue Device Loading

(9) Amark “v" on the Result column indicates that the setting is done. A
mark “x” on the Result column indicates that the device is in the
white list, it can’ t be set as rogue device as well. The setting procedure

is terminated.

Rogue AP/Device - Detection | White List | DenyList | Scan Setting

wo. | Connacted Cliont MAC | AR Port Number Rule | Detete | Result
1 TEAESHATEE T 10.211.9067 1 Dery [} v
2 04c 0303 ETED 10211 1087 1 Dory i s
3 76485001857 10.211.40,70 4 Dery [} &+
a IAC0I0FCT L0 13N 090 4 Dery . s
5 TEATSHATES T WZI.1072 1 Deny ] <
[ TABSHAT 85T 102119074 1 Dany 7] v
7 TR 48 5t o5 Td 10211078 1 Dy i x

Add trom Rogue Device
Fvent L

Figure 122 Rogue Device Loading Success

(10)Rogue Device can also be added manually.

(11)Click Add New.
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(12)Enter Connected Client MAC and AP.

(13)Click OK to complete setting.

Rogue AP/Device Detectlon | Whits List | DenyList | Scan Setting

o, | Cofinectad Cliant MAC | { | e | Ustate Hesult
1 TEASShaTesTd | ‘Add New @| Deny ] o
2 20403 03 T 50 i Dinry i 3
3 TH43EEAT ST I Coanected Clieat MAC: [ s Deny ] o
] 2040303 6T A AP Dy i 7
5 704050 01 85Td ! Todec Deay Deny '] v
& 7HAR S a5 T ! Dery [ v
7 7848 85 41 o5 Td Dy 1] X
B e
Event -

Figure 123 Rogue Device Added Manually

6.7.2.4 Scan Setting

Rogue devices can be automatically detected by nCare. Enter the Rogue
Detection Interval in minutes then click Apply, the rogue device found by

nCare will be shown on Event Log.

Rogue AP/Device Detection | Wikite List | Deny List | Scan Sefting
——— Rogue Interval

¥ Scanning period. (60 | minutes (5-10000)

[Appty

R

Figure 124 Rogue Detection Interval
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7 Introduction for the Topology Interface of nCare

Topology Interface includes: Device List on the left, View/Discovery/ Status

main page on the middle.

7.1 Topology View

7.1.1Introduction for Topology View
Lines between devices indicate the connection of devices. The colors of
lines also imply certain situations. All devices can be surfed, managed and
added by the toolbar and shortcut keys on the top.

7.1.20peration for Topology View

7.1.2.1 Topology Drawing

Click on '—’

devices. (PIease refer to Chapter 7 2 for the flrst tlme dlscovery)

to see all managed

4 » INFE130-B1
- NIOZOD_1AG_T0-AP

.
-
@ BN W 20063 IWFI00 4 WE300_11N_44_2G f
E * - T B -
M Eritusprisn Accisss Paint - EAP220 . s .
. Y

HP - \ e
- £ (Y NIO200-HAG:72 NIO200-73-70
s =
B FI00-aE ®

= e

Figure 125 nCare Topology(

7.1.2.2 Icons on Tool Bar for Topology
The functions of icons on Tool Bar are listed as follows:

> @ m = %) | @) |6 O & |2 &) e (R R][2 [] |1< 3 B b &
13 ‘l
lel

Figure 126 Tool Bar for Topology

'»| Select: This is the default function when entering the Topology.
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(1) The device can be selected or dragged by left-clicking the device icon.
The device icon will stop at the last point while releasing the left
mouse. Shadow of the device icon indicates that the device is selected.

)
e Ll
=g

WWE300

r
'

Figure 127 Device Selection

APPC1240

Figure 128 Connection Selection

(2) Multiple devices can be selected by pressing the Ctrl on the keyboard
with clicking the left mouse on those devices.

APPC1240

Figure 129 Multiple Devices Selection

T/ Move: Use this function for dragging topology

L Create Link: To create a new link between devices. Left-click device A
then drag the line to device B. Left-click device B to successfully make a
connection between device A and B.
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- o | IWF310

Figure 130 Add Connection

|:| Create Device: To add new device on topology.
(1) Clicking on the blank part of topology, a Create Device window will
pop-up.

(2) Enter and select the information.

1 | Create Device (=]
Device Type: | IWF |
Protocol: | SNMP b
Trap Configuration:
Syslog Configuration:

Device Name: | 2

IP Address: | #
Read Community: ||3ub|ic *
p Write Community: | private s ]
Topology Group: [Root = |
Latitude: |
Longitude: | |

| ance
®

Figure 131 Add New Device

(3) Click OK to start discovering.
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Device List
= WVFSIRL_TTng_5e

& o MWFEII0-B1
L 5120-246, 81
512024681 Scanning please wait...

L APPGT25-itest
35%

L ETTI

ETT4

JBL Enteminss Access Paint - EAPI20
L PR 300-45

JLTF310-84

JRLIVFS04D5)

L FVFS04D B

I T30

L TEEAED

i NiosD

i NICST-ASNeADHE R

Figure 132 Device Discovery

(4) If there is no device matched, a window with New device not found will

pop-up to inform the user.

Device List
= WVFSIRL_TTng_5e

& o MWFEII0-B1
L 5120-246, 81
512024681 Scanning please wait...

L APPGT25-itest
35%

L ETTI

ETT4
B Entema Access Paint - EARZI0
L PR 300-45
JLTF310-84
JRLIVFS04D5)

L FVFS04D B

I T30

i TVEE3ED

- e

i MICST-18NeaDHCP

Figure 133 New Device Not Found Window

(5) If the device can be found, it will show on Topology.
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Device List

o PAE S TTA_ N4
o PAFI00_11N_20_43
- WWFII0_2G_provisien
o PAFIID_11N 20 44
- PAFS04-53
< MAFEI4D_11ac-53
= MFS04D_11ac_69
= MWFSMD_11ng_tE
# o MAFEIS0-B1
512024681
5120240 81
B AFPTI235-110881
T
ETT24
B Enterpriss Adcess Faint - EAPZI0
s -
Fmm— = 0w
SR
-
.- ,' o
2 -

’ &= ][]’ JAL=IL
i iced 5 b s s ;
+ Ay 7’
LY L
AT o TAFIONS !
ETT288 I.IWNID? \‘
0 F A\ T
= :
(B k% )
—-—vfl
MFSOD_1Ing 5% IWFS040_11ac_§8 fa\
gea...

o
IWE30D_ 26 _provisl...
5120-246_81 = 053
= -
) i /-
MFIO0_114_50 4% -
HIOS0 e Mome: (WFI00-43 Da 53
; P2 102111043
=2 : MAC: 00102308008
;. Ererprne hezess
et st {?\
L’ y
ey
MFI00_1IN_2G_43 NICS0.81
Event

Figure 134 Add Device Successfully

|n_='| Add to Topology Group: Classify the device with the same group.

(1) Select two or more devices by >

. then click |n_‘:'|

IWF504D_11ng_B9

IWF300_11

N_2G_43

IWF300_114,_5G_43

Figure 135 Group Selection

(2) An Add to Topology Group window will pop-up. Choose the Topology

Group name then click OK. (Please refer to Chapter 6.6 for Topology
Group setting)

82



nCare Topology

= 7| &) |m] |68 L5 ) 2] R ] HENE
’ I~
L~
[ J
=120.042% =) |w53'1'5_11 N_2G 44
[} Add to Topology Group @

WF5040.69

2 Topology Group: tests X
69 \
IWF300%

:'ﬁ i .\\ * IAFSNAN 118053

Figure 136 Topology Group Setting

(3) After the group is successfully added, click |E| to save the change.

Then all selected devices can be seen on this group.

! I
') 2
! S ’.-x,a:“\ .-
I ~ s 1 = 1
,’ IWE300_2G_provisi... ki |
TF30043 APPC1235-11test
et S =
. ®
IME300_11N_2G_43
IWF300_11A_5G_43

Figure 137 Group Generation
(4) 1If the devices need to be removed from the group, please select the

device then click |E| Choose Root as group, then the device can be
removed from the group.
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AEN

Add to Topology Group a

Topology Group:

Figure 138 Remove Group

@

Add to WiFi Group: Classify the device into WiFi group.

* WiFi Group: Device such as IWF300, IWF310, IWF503, IWF504D, NIO51
and NIO200 can be added in WiFi Group.

(1) Select the device by |"‘ , then click |§|

| (@) (@] O] [4&] 2] =l 1] (] [R] [2]

—
()
* 5120-24% S| IWFS10_11N_2
o
G~ TR T — | R Nt
® ...
4 - testd IWF31 {}.M\
MWFS04D_11ng_8@NFS04D-69 \ S
>

(2) An Add to WiFi Group window will pop-up. Choose the WiFi Group

name then click OK. The device will be grouped at |§|
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|L| . m 5] & | | 5 | |BY] |
—
? o
.
Add to Wi-Fi Group (%)
IWFS04D_11ng_8 Wi-Fi Group: e | ET7ous
WF310_11N_2G_44
IWF6330-B1 ﬁ
=
.. tes
IWF504D_11ac_&9
IWFS040_11ac SSRGS (/50453
APPC1235-11test ® | | WF504D_1iac53 =
IWF300_11N_2G_WH ”"
WF300_2G_provig WF503_11ac_p & z
- [WF300_11N_2G_WH2 | -
IWFA00_ 1A BC 54 B IWF504D_11ac-53
IWF503_11ac_p
IWF300_11N_2G_43

| IWF300_11A_5G_43

Figure 140 WiFi Group Selection

(3) If the devices need to be removed from the group, please select the

device then cIick|ﬁ|. Choose None as group, then the device can be
removed from the group.

5| % & o) @ A 53| b [12] Q][R [2%] [ [] (5] |2 o] |«

| Add to Wi-Fi Group Q|

ot :
2 i Wi-Fi Group: <None> ',*

% Cancel

Figure 141 Remove from WiFi Group

(4) There is an icon [ shown after entering the WiFi Group. Click this
icon to go back to previous page.
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Figure 142 Back to Topology Icon

|E| Delete: Delete the device or connection. Click |L| to select device or

connection then click |ﬂ| A window will pop-up to inform the user. Click
Yes to delete device successfully.

=»  Topology

: _ x
M T L.
|r| v | (| (=] 5o |ﬁ| ) a Are you sure you want to delete?

—_— 2 =y
LAY, L | ||

5120-24%_Si
IWF504D_11ng’ 9

4 ilil II.‘iiEP -------
A= testd IWF31_{J~4\-1\ 2 test
= .+ IWF504D-69 LY s’ ET7244

Figure 143 Device Deletion

|ﬂ|Map : Click |E‘ icon for Google Map or |ﬂ| icon for Baidu Map. The
device can be shown on the map. Scroll up or down to enlarge or narrow

the size of the map. If the devices are too close to distinguish, only number
of the devices will be shown.

(1) Please refer to Chapter 6.1.1 Device List and Chapter 6.6 Topology
Group. Set the latitude and longitude of device and group first, then
the device and group can be shown normally on the map.
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(2) The system should connect with the Internet to show the Google map.
Move the mouse to the device icon then the Device Name Latitude

and Longitude can be shown. Click Back to original Topology page.

] Device List
e 4
o MREIN_TTN_gueE L R = % =
o IWFI00_1IN_2G_64 e R 2 4
= PWFIT0_31N_3G_a1 N 5
o FIT0_1IN_2G_44_wo-1 L M

= WWFS03_T1ac
= WWF503_t1n
= IWFG330-81
500 8
M Erverprise Access Point- EAP220
o)
J 1wF300
i wFaon
e Ll
it | -
= "

_Ratfe Straet
T Markel
e mATRETE

WF310
Lotimde 2503855 ,("
¥

HRxgay Longiude 121560265

A1 Map data £2018 Geogle  Terms of Use  Report a map error
e

e TICC =
PR - — Ty 1

Figure 144 Topology on Google Map

|@| Traffic Monitoring: The system may monitor multiple traffic of
g y y P

connection. If one or more traffic flow is over the threshold, Administrator

will be informed. The setting procedures are list as follows:

(1) Click |@‘ icon and all the connections between all devices can be

monitored(Green dash line and green solid line).

(2) Move the mouse to one of the line, the flow rate can be shown then.

= PAES03D_TtacSs
- MF304D_11ng-53
B o WAFGII0-BT
I8 hepcizIs st
S CTC-SwienTss
Ml cre-swienie

JL cTC-SwichTT
JB cTC-swichTe
L GG Swicn T "
JL cTC-Swiiehao i) 2
I cre-swihs * 0.026Mbps
I crC Swiicha = TRFIO0_TIN_2G_83 CTC-Swikenis
T 1= CTC-Smiten0 CTC-SwilchTi
— e —,
[__ e ; W 5?.}
s oake APPO1235-108t s N
- o WEI00_1IN_2G 43
54
= S~

Figure 145 Flow Rate Monitoring
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Topology

(3) GREEN bold line indicates that the traffic flow of devices are over 20
MB. The bolder one indicates that the traffic flow of devices are over

100

IWF300_11N_3G_46

IWF300_11N_2G_46

=
e
®

IAC_2_5G_43

MB.

<

IWE310_11

=
S

Figure 146 High Traffic Connection

(4) The system also can set alarm for specific link monitoring to r notify

users.

N

5120-24G_SI

IWF310_1T1N_2G_44

)

IAC_2_56_64" "+, IWF300

= 1
Figure 147 Traffic Monitoring

(5) Right-click the link to open the pop-up menu and select Traffic

Monitoring.
(6) A Traffic Monitoring window will pop-up.

(7) Check Active.
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(8) Enter Interval, Threshold and E-mailfor the receiver.

(9) Click OK to complete setting.

RN EREIRG) & |57l (b2] (R[] [24] | ] 58] |B) (v |+

| Traffic Monitoring (5]

o)))

10.211.10.63(port4) - 10.211.10.105(port1)
IWF504D_#{ng_69 8 At
Interval[5 | Sec (5 ~900)

Threshold 1 |2 Mbps (1 ~1024)

E-mail to | admin@gmail.com T

0)))“..

IWF504D_11 a:c'_ﬁ%l

IWE

Figure 148 Traffic Monitoring Window

(10) Back to Topology View. A little icon on the link indicates that the traffic

monitoring has started.

IWF3BI_1TIN_2G_46

5120-24G_Sl IWE30D.,

= %
B
IAC_2_5G_64""r, ; : IWF300_
O
cvs_5G_43
.
.- 2 IWF300_11N_2G_64

Figure 149 Traffic Monitoring Started

(11) The link will became ORANGE if the traffic is over the threshold. An
E-mail will be sent to Administrator.
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> o) () =] %) @) (@] |@)] O] |&] [F] W) 2] [R]Q) 14 [2] &) 5] |B) |
| N L & gl WESD 3‘_” i IAC_E_.'%A G 43
t :
IWF5 :
—
=
= ®
By @1 .o .
. " IWF300_11N_2G_63 st P —
. S —
VF310_11R_26_44 IWE300 <~
g AF}DU\\ : ..
’ -
= : tvs_5G_43
~ o
b i
. 0)

IWE300_11N_26_43

IWFB00 .

Figure 150 Traffic Over Threshold

(12) If user want to stop traffic monitoring, uncheck the box of Active then
click OK to cancel monitoring.

e
— 7
h-...‘ “J]:':

‘ Traffic Monitoring @

IWF380

10.211.10.46(eth0.3) - 10.211.10.43(eth0.3)

L) Active .
Interval[s | Sec (5 ~900)
! Threshold Mbps (1 ~ 1024)

E-mail to |-ac count@ "-l
ﬂ

"I;NF[] ey APPC1240

Figure 151 Stob Traffic Monitoring

(13) Click |@| for traffic monitoring.

(14) If the whole Topology traffic monitoring is running with one of the link
has been set for traffic alarm, the link will become ORANGE bold line
while the traffic flow is over the threshold. An alarm message will also
be sent to manager.
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Sl g Bevice List [»] (@ (= (B[] (@ 0] (@) (@ & = L] [’)[]] ] [«] & @ 2] &)
o= "
= Hatestd

= WF300_11A_5G_43
~ WF300_11N_2G_43
- IWF300_2G_provision
o WF310_11N_2G_44
- IWF504-53
= IWF5040_11ac-53
. IWF504D_11ac_69
= WF504D_11ng_69
@ . WFE330-B1
8 5120-24G_s!
18 5120246 81

o S
[ oEair]

M.--ﬂ---# | L B v
: . :

WFX0 ’ . .D NEXCG}\ \

| : = -

)

5120-24G_S| Entemprise Access. ..

Figure 152 Two Traffic Monitoring Simultaneously

lg Show/Hide Rogue Devices: Click to show/hide rogue devices not in the
White list (Please refer to Chapter 6.7.2.2). There will be an exclamation

v Device List

mark at the side of the device icon.

« IWFID0_1IN_2G
- WFADO_1IN_2G
= IWF30_11N_2G
@ o IWF503 118z 76
o IWFE330-B1
@ R NIOZ00-HAG-T2
o NIDZ0_IAG_T0-A
J Entepeise Access Point - EAP220
M e
- G
S VFI00-3
i rFaDo-4a
S FI00-4812

Ny — —
. - =l

WEER_ T1ee TR : TWEIGG_HIN 2 EII_1TH_G
. )
MIDENG- HAG- T2 .
MITO00_IAG TO-AF NG00 44570
Event L

Figure 153 Show/Hide Rogue Devices Icon

@J Switch VLAN: Click the icon and a VLAN list can be chosen. Choose one
and the Topology will be shown with Switch VLAN.

91



Topology

W Device List

5| @) (1] {6 &= lig] (/] [_ ][] [ ) (R} 2] o

-
il FingarsaDenca
MM PingatieDevice
8 FingabseDevice
M FngarseDrace
8 PingabieDevice
il FngatwDence
8 PingabiDisaco
il FingatieDevice
8 FingabieDevice
i PingabiDevice
il PingatseDevice
i FngarseDrace
U PngatieDevice

3
— _— e
® 0 O i i ===—
2 Ve
:

AFI00_TIN_2G 64 (WESHD_11A_5G 64 . “;:mm“ rvesadhy MVEGIZ0
: o~ CTC-Swih?E #

—
IWFS040-69 4-;.“ ot CTgfSwichaz Il =
\

TWEMO_1IN_20_44

Figure 154 VLAN Selection

(1) BLUE line indicates the deployment of the selected VLAN.
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Figure 155 VLAN Topology

l'i"] Update AP: IWF AP can be updated by this function.

(1) Click =,

(2) If there is no AP selected, and an "Are you sure you want to update
ALL IWF APs” window will pop-out. Click OK to proceed update.
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Figure 156 IWF AP Update

(3) If non-IWF AP is selected, and an "IWF AP not found” window will
pop-out. User should choose an IWF AP to start update.
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Figure 157 IWF AP Not Found

(4) Select one or more IWF AP and click |£|

(5) The selected device(s) will be updated.
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Figure 158 IWF AP Update

Update IWSN: NIO200 series devices can be scanned and updated by
this function.

(1) Right-click NIO200-HAG device icon.

(2) Choose Config > Account Setting.
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Figure 159 Account Setting for NIO200-HAG Series Devices

(3) An Account Setting window will pop-out.

(4) Enter Name and Password.

(5) Click OK to complete setting.
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Figure 160 Account Setting Window for NIO200-HAG

(6) A "Set Successfully” window pops-out indicates that nCare has
already connected with NIO200-HAG device successfully.

(7) However, a “Set Failure” window pops-out indicates that the account
password is wrong. Please confirm the password and re-login again.

b 10211106 BT

MIOZ00-HAG-72 sot successfull

vl Davice List
= NIG200_IAG_T8-AP =
B Erorpase Actoss Fomt - EAF22) ‘?‘
e U N | Account Setling
- AEI0_ M0
I WEI0-A3 5
M WF300-as 1 Name:
Bl wFsi-asa2 r .
] 1= e
PSS WSS Gl et
B wrsi '-._ > 3
llmm ‘%‘ =
B IO HAG 72 _]_: TSR UL e g RIS
-’—#—4»——-1-!
L= e L—«
A
| 5.4. LR = o o

Figure 161 NIO200-HAG Account Setting Success

(8) Click M icon for updating IWSN.
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Figure 162 IWSN Update

(9) nCare is then scanning for NIO200-HAG devices.
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Figure 163 Scanning for NIO200-HAG Devices

(10)Device Group connected under NIO200-HAG devices with
WirelessHART are scanned.
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Figure 164 Scanned Device Group under NIO200-HAG Devices

(11)Double-click Device Group icon to see this Sensor Group.

(12)Move the cursor to the device icon, the device information will be

shown.
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Figure 165 Check for NIO200-HAG Group Devices

b Addiesshd:00.18-1E-F2-F600.20.47
ol Devicn
DeviceTag: Wicrocyber_KIT_0U2047
Model: KA

(13)If the NIO200-HAG group device is disconnected, the line will become
RED to inform user.
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Figure 166 NIO200-HAG Group Devices Disconnected

(14)For NIO200-IAG series devices, the account setting procedure is the
same as NIO200-HAG.

(15)After the account is set successfully, click '|icon for update IWSN.
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Figure 167 Account Setting Window for NIO200-IAG

(16)ISA100 group devices of NIO200-IAG will be scanned after updating
IWSN.
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Figure 168 Scanned ISA100 Device Group of NIO200-IAG.

(17)Double-click ISA100 Device Group icon.

(18)Move the cursor to the device icon, the device information will be
shown.

(19)If the group device is disconnected, the line will become RED to inform

user.
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Figure 169 Check for ISA100 Device Information

(20)Time zone can be set for NIO200.

(21)Right-click NIO200 device icon, choose Config > Time Sync
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Figure 170 Time Zone Setting for NIO200 Series Devices

(22)A "Time Sync” window will pop-out.
(23)Scroll down to choose the time zone.

(24)Click Sync with browser to complete setting.
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Figure 171 Time Zone Sync with Browser

|3| Zoom In: Click to zoom in the Topology View.

|3| Zoom Out: Click to zoom out the Topology View.

] Zoom Overview: Click to see the whole topology.

|£| Zoom Reset: Click to see the Topology with original size.

|2| Full Screen: Topology will be shown in full screen. Click ESC or |£| to
back to the main page of system.

|E| Export to Image: This function can export topology map at a new
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window. Right-click to save as a png format file.

|E| Save Topology: The Topology can be saved. Click this icon then click OK

on the pop-up window to complete saving.

Device List

L

o MIO200_IAG_TO-AF
B Erterprise Accoss Paint - EAP220
- e
e
L WEs-a3
= R
I WFI00-45-12
R
B wrsia-re
M rwrEan
L wrsaz0
B wresa
M Mio0i-raG-T2

Figure 172 Save Topology

|i| Load Topology: If the user has revised the topology and want to recover

from the previous status, just click |i| icon and click Yes on the pop-up

window. The topology will be recovered then.
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Figure 173 Load Topology

|E| Update Device Server: Click on device model NIO50 and NIO51. A
hidden icon will be shown. The operation procedures are list as follows:

(1) Click on NIO50 or NIO51 device icon then click |E| icon.
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Figure 174 Update NIO50 Device

(2) A "Please set Modbus ID” window will pop-out. The number of PLC
devices deployed with NIO50 device should be set first.

S i ) | 102222297 87

Please set Modbus ID:
102111066 1
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Figure 175 Modbus ID Setting

(3) Right-click the NIO50 device icon to enter Modbus ID Setting.
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Figure 176 Modbus ID Setting for NIO50 Device

(4) A "Modbus ID Setting” window will pop-out. Enter the Device ID
(1~254) then click OK.

(5) Check the Device ID then click Delete to delete the selected Device ID.

‘ Modbus 1D Setting
Device D 5-«-
|| Deiete Device ID
D

Figure 177 Modbus ID Setting Window

(6) Select the NIO50 device then click |E| System will scan for updating.
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Figure 178 NIO50 Device Updating

(7) NIOS50 device will be added into its WiFi Topology Group.
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Figure 179 Adding NIO50 Device to Topology Group

(8) Double-click the group icon to check NIO50 device and the PLC device
group.
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Figure 180 Devices in Topology Group

(9) Double-click the PLC group icon to check PLC devices. Click [ to

back to upper-layer.
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Figure 181 Devices in PLC Group

(10) Right-click the device icon then click Status. Device Status can be

shown as table.
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Figure 182 Devices Status for PLC Device

(11) Right-click the device icon and choose Config > Modbus Schedule.

(12) PLC data can be updated with schedule.
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Figure 183 Modbus Scheduling

(13) A "Modbus Schedule” window will pop-out.
(14) Select Start Time and Repeat.

(15) Click Add to Schedule to complete setting.
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Figure 184 Time and Repeat Cycle for Modbus Scheduling

(16) Otherwise, right-click PLC device icon then enter Current Status page.

The PLC information can be updated on this page.
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Figure 185 PLC Information Update

(17) The setting procedures for NIO51 are similar to NIO50.

(18) Double-click % icon to check PLC device in the group.
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Figure 186 PLC Group of NIO51

(19) Double-click the NIO51 group icon to check PLC devices. Click I“"““ to
back to upper-layer.
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Figure 187 Devices Information of NIO51

(20) Right-click the NIO51 group icon then choose Status, Register Table can
be modified on this page.

108



nCare Topology

I 3 st

Mew  Discovery  @RETLE)

S NEcom |

[ Device List Status

= TWF300_11N_26

o (EIILL20 ame 1P Atidress Latitude Longitude
a .. (WFI00_11N_44_20
® - IWFS03_12_76
o = TWFEXID-B1

s NIC200_IAG_TO-AP
@ g8 NIOET *Hite: Plisase use white space o seperate the register values when wrile multiphe registers
Hegister Name Hegister Value Unat write

Register Table £dn

B viM1B403 1

Ml Enterpripe Azcess Point - EAP220
il 0000 Wik
v !
B wFan0-ss aoo fiHex) WWirite|
M rwE3n0-44
W-M1B403
’ Export to .Csv Export to .t

Figure 188 Modification for PLC Device of NIO51

7.1.2.3 Warning Message of Topology

(1) Color Indication: Device will send trap when there is an issue. System
will show different alarm levels on the device by colors. No message
indicates the device is normal. YELLOW message indicates Major issue.

RED message indicates Critical issue.

—
—M -
IWF300 P
WE310 IWF3310XH {INEE330-B1

Figure 189 Color Indication of Devices

(2) Letter Indication: Letters indicates the numbers of alarms. C indicates

Critical alarms. M indicates Major alarms.

(3) For example: 1M indicates there are 1 Major alarms; 2C+ indicates
there are 2 Critical alarms, where + indicates that there are other

alarms besides these 2 Critical alarms.

Figure 190 Letter Indication of Device

109



nCare Topology

7.1.2.4 Topology Link

(1) GREEN line indicates that devices are connected with Internet via
Ethernet.

5120-24G_

2L :i‘fi‘-.\P
s
IWF310

IWF300

Figure 191 Internet Connection

(2) BOLD line indicates that the connection between the two devices is
Trunk.

(3) GREEN BOLD line indicates that there are 2 or more Ethernet connected
between the 2 devices.

IWF584D_11ac-53

CTC-Switth755 CTC-Swich77 C

Figure 192 Trunk Connection
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(4) Move the mouse to the line, port status of the Trunk can be shown.

LA DIy ) B I'JVI"JJJU\ IWHo32U
IWF5@4D_11ac-53 . h)
Loy \ -’
’
\
]
IWFE320

12 IWFp04D-53

-Switch76 (10.211.10.76)  to | CTC-Switch755 (10.211.10.75)

trunki (port3,4) trunk1 (port3,4)

CTC-Switth755 CTC-Swheh77  CcTg-Swilchg1 CTC-SwithhB2

30067 .
&

Figure 193 Trunk Status
(5) GREEN DASH line indicates that devices are connected to Mesh

aLr'

-“INFEDD\

Network.

| WFE340 WF300

Figure 194 Mesh Network Connection
(6) GREY DOT line indicates that devices are connected to WiFi Network.

=
@

icon shows the name of the subnet, for example: CVS_2G_64.
E_E:

API

IAC_2_5G_64"*+

SCWEDO e, —

) : IWF300_11N_2G 64

CVS_2G_64 e
—
®

Figure 195 WiFi Connection
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(7) Click “~ icon to see the devices at this subnet.

nCare \

i Device List » CEIELS i | |68 & |72 e (11 |2 |[R] |2 o | (T |E| |l
jiﬂwl

o IWFI00_1IN_206

o TWF3KI_1IN_2G

-~ TWEIDI_1IN_26

l‘ W

T =
5 wrsanTT A3
% E“-\ ;-
B - W 1 [ ﬂ ; s

= NIG200_IAG_TD-AP IWESIRT6

IWF300_11N_2G IWF 30044

Ml Enterrise Access Point - EAP220

M we

M = | NIO200-HAG-T2 HIGZ00-1AG-67-00L NIOIDOLAG:10 =
I o4 Il | 3 ()
- = ) :

oo - — WF300_1IN_IG

*
]

o)

- -
a

- gy &

NICZ00_IAG_TO-AP

Figure 196 Devices in the Wifi Subnet

(8) GREY DASH line indicates that the device is connected with Ethernet
line but is blocked. If the malfunction is detected of the Ethernet, GREY
DSH line will be activated to show the backup path.

-

IWF6320

Z-Switch755 CTC-Swithha2

CTC-Swikh77  CT@-Switch81

A
o
IF300_11N_2G 63 CTC-Sw itﬁhﬁ CTC-Switth78
i L)
""" [ J CTC-Switch79

Figure 197 Devices in the Wifi Subnet

(9) PURPLE line indicates that there are one Ethernet and 2 or more VLAN
connections.
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[ —
®

[

649
MF504D_11ac_69

C-Switch

CTC-Switch755 CTC-Switch7

Figure 198 Purple Line

(10) PURPLE BOLD line indicates that there are 2 or more Ethernet and 2 or
more VLAN connections.
§9 :

WF204D_11ac_69

C-Switch

CTC-Switch7s5 CTC-Switch?

Figure 199 Pu;ple Bold Line

(11) Move the mouse to the line, port status of the VLAN can be shown.

CTC-Switch82
>
o

CTC-Switch81
IWF300_fIN_2G_

)
@
CTC-Swith CTC-Switch76 (10.211.10.76) to CTC-Switch75 (10.211.10.75)
trunk1 (port3,4) frunk1 (port3 4)
vian1,10,11 (port3, 4} vian1,10,11 (port3 4) W |:|[J_5'4'-.,

> 20 N |
Figure 200 VLAN Status
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7.1.2.5 Status of Topology Link

(1) GREEN line indicates that connected of devices are normal.

APPC1240

Figure 201 Normal Link

(2) GREEN bold line indicates that the traffic flow of devices are more than
20 MB. The bolder one indicates that the traffic flow of devices are
more than 100 MB

IWF300_11N_36,_45 IWF300_11N_2G_46

IAC_2 5643 IWF310_11

APPC1240

Figure 202 High Traffic Link

(3) RED bold line indicates that devices are disconnected.
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My
O : [
. ». A .o WFE
Ope it _' ey
5 )\ﬁFﬁBb@
----------------- o ’ \
||||||||||||||||| = ’ \
< ° y OpenWrt1 1
10_11N_2G_63 L S
e - C fﬁ\ - - =
‘. ’ 32
= IWFB320M IWFE320M
L)

IWF503_11ac E:)

— :
|y!F300\ —
« % IAC_2_56_43

Figure 203 Disconnected Link

(4) ORANGE line indicates that the traffic flow is over the threshold.

-
e T

WVF300_11M_2G 63 . ey P
Ey T IWE300 -;..-"'..';h
;ﬁFanD\‘ . °
F
\x g cvs_ A5G _43
L P,
b =
S o

WE3DD_11N_26G_43

Figure 204 Link Over the Threshold

7.1.2.6 Shortcut Key
Right-click on the device and a shortcut list will appear. Information
includes Status, Usage, Log, Config, Ping and Reboot.
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-

I —_ IWF300 * -
[ ] 4
) c¥s_5G_43
F300_11N_26_46 —_ e
: @ L
IMVF300_11M_2G 64 CV5_5G_64
| Status
’-,.-i.,\" : Usage
/ : Log
IAC_2_2.4G_43 : Pl Web
— Ping i hodify
o)
[ Reboot Backup
Restore

Figure 205 Shortcut Key

(1) Status: Go to Device Status page.
(2) Usage: Go to Device Usage page.
(3) Log: Go to Device Log page.

(4) Config: Go to Device Setting page. Or Modify, Backup, Restore or FW
Upgrade for devices.

(5) Ping: This function is for monitoring the network connection of device.
Check the response time to confirm whether the packet is transferring
smoothly or not. Click Ping to ping again or click Cancel to go back

Topology View.
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PING

Device Name: IWF300

Size(8~5120): | 32 (bytes)
| 1000 {mg)

Device IP: 10.211.10.63
EchoCount(1~4): |4

Timeout:

Result:

loss),

Pinging 10.211.10.63 with 32 bytes of data:
Reply from 18.211.18.63:
Reply from 1@.211.18.63:
Reply from 18.211.10.63:
Reply from 18.211.1@.63:

Ping statistics for 1@.211.10.63:
Packets: Sent = 4, Received = 4, Lost = @ (@%

Approximate round trip times in milli-seconds:
Minimum = Ims, Maximum = lms, Average = 1ms

bytes=32 time=1lms TTL=63
bytes=32 time=1ms TTL=63
bytes=32 time=1lms TTL=63
bytes=32 time=1lms TTL=63

Figure 206 Ping Function

(6) Reboot: Reboot the device.

& Bookmarks

%] Device List

% ITJ;‘.}--H-L'.III:|1N__44_7-H
W - IWFSDY 1tac T8
W o PWFE330.B1
o NIDZO_IAG_T0-AP
M8l Enterprise Access Point - EAPZZD
M HE
- B
M vwFan£3
AT I00-44
M P01
S WFI00-63
S WFS03-TE
M rwFa0

—
a e

| 10210106 BT

IWF 30063

—
Stalus '
Usage
Log
‘a, Config 3
O Ping
Y
WFI0U_11N_25

RIO200_IAG_T0-AP

Figure 207 Reboot Function

7.1.2.7 Remote Desktop
If the IPC device is selected, right-click the menu, go to Config > Remote

Desktop, to enter the desktop of IPC device
* Remote Desktop Installer should be asked first from NEXCOM.
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NEAUU_TIN_23 b3

IWE300_11N_2G_43

ET7244 |WF3?D 53 fF300-8 Status
34 i s ' 5 Usage
. I #* Log
5 " -

| [ !,’ v
. sl é Ping Modify

IWF300-64 .-'“h":;” Odd NIQ50-61 Reboot
Ry
vl Remote Desktop
N_2G_44 ’

Figure 208 Remote Desktop

7.2 Device Discovery

7.2.1Introduction for Device Discovery
Device IP and protocol can be set on this system. Devices will be shown on
the page if they fit the discover condition. The connections of devices can
also be drawn.

* "Device Series” should be included on all device names.

7.2.20peration for Device Discovery

(1) Enter the IP section to discover. Check A/ CAPWAP, SNMP or Modbus
for protocol.

(2) If SNMP is selected, SNMP version can be chosen. Enter Read
Communit(set as public by default) and Wirite Communit/(set as
private by default)
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¢ Device List
B Start IP Address: N
o~ IWF3DO_11A_5G_43 [ S o B | N
= MAFID0_11A_5G_ 62 i End IP Address: [ 'r_- ~Commonly Used IP Range— v |
_.;:.Mﬁbn_im“lc_\ﬁ Protocol: WAl FCAPWAP ¥ENMP #Modbus
@[ o WEID0_11 A6
Bls MFJM”EIE:"G! Trap Configuration: (7}
& = = Syslog Configuration: @
2 IWFI00_11N_2G,_64
@ o MWRII0_TTIN_2G_ 44 SN slens e
o IWPS04D_tac 69 B IVVvdo 7 |
- IWFS04D_11ng_68 Read Community: i |
W TREE8] Write Community: private
M rPci s ee L e
Ml cre-swknis
W e enTe
Event E

Figure 209 Device Discovery

(3) 4 recent searching records of IP ranges can be chosen for Discovery.

=] List
3 gl Roct
- TWF300_11A_5G_a3 E
= TWFI00_114_50_64
- TWE30O_1N_2G_43
[ | IWF300_11N_26G_48
o WWF300_11N_2G.63
o TWF300_11N_26_64
o TAFII0_TTN 26 44
o TWFB04D_11ac_68
= TWFSD4D_11ng 80
& o WWFEII0-B1
il APPCIZER-TIREL
J oTC SwichTs

Discovery

Start IP Address: 3 | =

End IP Address: T —
Used 117 Hange-

Protocal: 40~10.211,10.254

Trap Contiguration: 1221212011_;:}%321;212542‘.4

Syslog Configuration: (=) e

— SNMP Version: | VIVIC v |
Read Community: | publie
Write Community: [ peivate
Event e

Figure 210 Recent Searching Records of IP Range

(4) If CAPWAP is selected, system will search for the subnet the same as

server without entering the IP range.

(5) If cross-subnet search is required, please check SNMP before scan.
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* Device List

Discovery

= figh Root
- IWFI00_11A_5G_43
= TWE3IDD_T1A_5e5 64
o WFID0_1T1N_20_43
@ | o WFIDU_TIN_2G_36
.,_. IWFID0_11N_2G_63
o WWFI00_11N_2G, 64
@ o WFITO_TIN_2G_44
= MWFEDD_11ac_BD
- IWF5040_11n 69
@ o WFE3I0ET
M APPCIIE kst
M cTC-SwhenTS

I” Start IP Address: 1 | Ik ]

End IP Address: [ L] [ —commonly Used IP Range- 7 |

Protocol: Clan Hcapwapr (ISNMP [Modbus
Trap Canfiguratian: =]

Sysleg Configuratian: a

SHMP Version: V1A2C
Reza T
Write Community: private |

Event o

Figure 211 CAPWAP Device Search without Entering IP Range

(6) Take the following figure for example. nCare is installed at 10.211.10.0
class C subnet, IP range 10.211.10.1~10.211.10.254 can only be
searched. However, subnet IP range 10.211.11.X cannot be searched.

(%} Device List Discovary
:":. Raat o .
E P m Start IP Address: [10 Lfan L[ N
= THFID0_TTA_5G_54 il End IP Address: * 10 L[z L L8 | | ~Commonly Used P Range— v |

» IWFIDD_TIN_2G_43
@ | WFIDU_TIN_2G_46
~ MWE3DD_TIN_2G_83
o IWFID0_T1N_2G,_54
G m WFITI_TTN 3G 84
% IWFS04D_T1ac_69
- IWFS04D0_TIng_t¥
W = MWFEIIDET
Sl AFPC1235-118st
M croswinis

Protocol: Clan #caPwar TISNMP CModbus
Trap Configuration: ]
Syslog Configuration: =]

SNMP Version: [Vi/vC v
(Run Community: r

Write Cammunity:

Event s

Figure 212 Device Searching with CAPWAP

(7) Click Scan to start discovery. The scanning percentage will be shown

on the page.
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Device List

[~
3 g Roat

Scanning please wait...

10%

Figure 213 Scan Percentage

(8) All discovered devices can be shown on Topology then.

NEXCOM

Kadmin @Logoul

@ Device List > o). =] (2] |6 @] ()]
- - e
= PAF300_11A_5G_ti4

o MFI00_118_26_43
- MAFI00_11N_2G_62

=
=
o

o WVEIIO_1TN_2G B4
B o MFIIO_TIN 2G4
- K5
JBL APPC1235- 11
I cTC-swinhiT
il cTe-swihis
I cTe gwihTa P
M cTC-Swikhio 4 IWF3Ga_
T T Swihi -
I cTc-swinhoz -
T ' FI S =
FoAra, _n_.._n' f.-;-‘g- E0%-43 w
- a4 o
U TWF300_11N_26_43

TWFE00_11N_2G_63

et Akt Event

Figure 214 Discovered Devices

7.3 Device Status

7.3.1Introduction for Device Status

The status of devices can be shown on this page.

7.3.20peration for Device Status

(1) Select the device from the Device Liston the left.

(2) Device status such as Name, Type, MAC, Channel, Tx Kbps, Rx Kbps and
AssocClientwill be shown for IWF type device.
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< Device List Status
£ NIOS0-66 73 Hame I Addroas [ Latitude Langiude
M oo a AT I00-45-12 102111045 a 0
o IWF300_11N_26
. IWF300_11N_25 MAC | Device Type | Firmware | System up time Description
; o 7 81 Tue
7 PAFI00 TN 20 00:A013-30:80:5 |WF (IWF300) Vi18AUS 23 days/ 7 nowrs! 28 minuies/ 23 secongs. Lt IAIFA00AE 123 14 2T Tnlu' b
= IWFID0_1IN_2G i sl "
B o IWFE3I0-E1
8l Eneronise Access Fort - EAFZ20 )
e I Name | Type MAC Channed Ta bytes | R bytes | AssocClient
£y -
e o Isapaack = - 447,020 447928 1]
Sl vwE a3
s smarnes T — - 63,913,838 3,399,570, 414 a
B vwEon a4
I e | refart eternet 00.10.72.30.80.43 C 434173735 2,674.201,143 0
T a2 emermet A0l ad . 76,405,622 2,662,901,614 q
S
Lot s b =
—‘;—I ;L £ z 08 702 2 PRI o
EXport 10 .tk
| Event e

Figure 215 IWF Type Device Status

(3) Device Information, Hardware Monitoring and GPIO can be shown at

Modbus page for IPC type device.

v Device List
e £

L AFPCIZanest * |

JBL CTC-SwilchTT Device Information Hardware Monitoring

M ce-switnTe ]
Device ID : 00:10:F) dadela
Device Hame : APPC1235-11iest

Bl cre-swienie
JB cTe-swilchan
I CTC-Switchat
M cre-swinha
JB Erturprise Access Pont . EAP220

Mesded : APPC Saries
- APPCIZISmet BIOS Name : AD27

CPU modsl : %85 Family & Model 54 Stepping 1/ Genunelntel

HE
- DRAM Size - 4 DISME

I WF300-43

L rAFIO0-aE

W eI

=

e Moded Name © Hitachi_HTES43232ATA3 -
B ) §

Expor o txt

VIl Py

i
i

Figure 216 IPC Type Device Status

(4) The resource of IPC device can be viewed at WMI(Windows

Management Instrumentation) page.

(5) Enter User Name and Password of the device then click Submit.
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Device List

€@

Topology

*  Topology

Status

! Status

Modbus | wm*

._3316

8l APPC1235-11test

M cTC-swich77
8l cTC-switch7s
8 cTC-Switch79
8 cTC-swichso
8 cTC-switchat
U8 cTC-Switcha2
8l Enterprise Access Point - EAP220
I

I

8 wWF300-43
8 'WF300-46

S wEannA2

WMI Verification

@|

IP Address: 10.211.10.52

User Name:

Password:

Figure 217 WMI Function for IPC Device

(6) MAC Device Type, Baseboard, BIOS and CPU can be viewed on WMI
page then.

%] Device List Status Modbus | WML
A 3310 - =
B APPCIZIE et | |
Name P Addiess. Latitude Luongituch
M cre-gwih7? | |
L CTC SwitchTe APPC2IS11test 10214.10.52 0 0
L cTc-SwikhTe
MAC Devica Type Firmware System up time | Descrigtion |
B croswiehan
._CTC-S\\IIR"M DOG3 438000 PC AD2T 008
JE cre-swichaz BABE &
I Ertuspise Aecoss Point - EAP220 BRCH
- Manutaciurar Modsi | Hame | Product SerlaiNumbar | sKU |
e
. INTEL Carparition Basa Boar Tiges Hill T ba fillod by G E M

J rwr300-43
il rAFI00-16 BIOS
. 1AFINNAY >

gy |" | Manutacturer Name | | Version |

R S

Event Pt

Figure 218 WMI Page for IPC Device

(7) If PLC device under NIO50 structure is selected, History Status and
Current Status will be shown on the page. Device Name, IP Address,

Latitude and Longitude can be viewed then.
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5 i | Cumrant Status
Device List Statu
= o NS0 -
ML wiaB301 2 1
o z Nama | 1P Address Latitude Lonpitude
Wn1B403_1 ! ! 1
B Enterpine Actoss Paict - EAPZIG " by e 0
HF
:HP Register Table |Edi
B rvFato- Mol Phease use while sqesce o seperate the register values when weite mulliphe registens
‘m;m.“ | Register Name Register Value Unit | Wi
I P2 denicedD 1
:MHMH DOPowerOnVaue aa00 [He) [Write:
FNVFEO3TE — —
s DOOulptAcialon 0000 ey Wirte
il rvriszo = Firmwarehersion 0100
- ModueName WeMTEH03

Event S

Figure 219 History Status of PLC Device

(8) The Registered Table can be edited at Current Status page.

(9) Click "Edit" to go to modify page.

Device List Status History Status |

]
= g Root
- MWFI00_11A 5643

Name 1P Address Lakiuie Longilue
- IWFI00_11A_5G_64 1 1
\ 7 102111
o INFI00_TIN_33_43 W-M1B403_ 1 0211.1066 [ 2
i PingabieDevice i
Register Table Edm*
- MFA00_1IN_26G_63 e
- IWF300_11N_23 84 ‘Note: Please use white space 1o seperate the register \‘;lll*l when write multple registers
S~ FHO_1N_2G_44 Rogister Name | Registis Vishie Unit While
= ff MOS0 65 gevicelD
M vaniesor.2 DOPoaerCrValue (o001 e Virite]
Sl venBa03_1 I e
ApsAceV "
L cso s it i Lt (e Wiite|
5 o WFEII081 Fifmavaraviarsion awa
LR ModuseName WAM1B403
Event ™

Figure 220 PLC Type Device Register Table

(10) Basic Information, such as IP Address, Latitude and Longitude or

Interface, Client List and AP Scan can be shown for IWF type device.

(11)The Register Table of PLC device can be edited.

(12)The Register Table of PLC device can be added or deleted.

(13) Enter Register Name, Unit, Function Code, Address Offset, Word Count.
Attribute can be chosen as R (read)/W (write)/RW (read and write).
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With Attribute selected as W, the attribute can also be chosen as

Binary, Decimal or Hexadecimal.

(14) Click "Save” to complete modification.

¥ Device List

Status History Status | Curent Status

“akgdrou
= IAE300_11A_5G_43
- PAFIO0_11A_56_64
3 o MFI00_1IN_26_43
L Pinganinbiovice
- PAFI0D_11N_2G_83
= TAFIO0_TIN_IG_64
o o MFIID_1IN_3G 84
= e NIDS0-55
i vemes_2
S 18403 1
S NeS0-65
= FAFE3A0-81
- e

Register Table [Cancel Add Deleiel [Save

“Hole: Please use while spoc
AN i Regester Hame Linit

rate the register values when wiite multiple registers
Function Code

dvieoll) I 1T "

" 15 =
o [0 | | | [ Fiokding Fiogs o
O | Frwewvemon | [ | [3 kg Regiiers ¥| i

L [Moduletame G0 | [3 Holding Registers +| 4057

- o I ] L1cain LI

| Address Offsel [E.0. 40123 < 122)

Word Count

Ewvent

Figure 221 Register Table Modification

(15)After the table is updated, the Register Value can be added directly.

(16)Click Write to write in the information.

el Device List
@ gl Ruat
= MAFIO0_11A_6G_43
o TWFI00_11A_5C_64
@ - MWFID0_TIN_2G_43
L PgabilDevic
« TWFI00_11N_2G_63
= TWFI00_1IN_2G_64
o WEMO_TIN_2G 44
2 R NIDS0E5

S venBan_z

[ W vnBans_1

1 nios0-s3
@ o WFE3I081
L ETETY

Status History Stotus | Current Stalus
Name | IP Agdress Latitude I Lonpiude
WMTRAOE Y 10211 10 66 1] o
Register Table &di
“Noti: Please use whilt Space 1o seperate the register vahes whon wiite mulliphe rogisters
Reglstsr Nome Register Valug | oume | wie
devacolll
DOPoweronValus a0 [ ey [Wirite]
DOOUDUAveValue ) imen [Wiita
FirmwareVarsion LI
MaduleName W-M1B403
* XX foononoooang |iginary) |Write|

Event

Figure 222 Register Value Modification

(17) Click Export to .csv or Export to .txt to export the status for IWF and

PLC devices with desired file format at Status page.
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Status  §

@ Device List Status
3 gl Roct
o PNFI00_1IN_20 |
" Name 1P Address Latiude | Longitude
o= PAFI0O_T1IN_2G !
INFA00-44 0111044 n a
= PAFI0O_T1IN_2G
- IWF300_11N_84_2G ’ 3 : | R
L L1822 MAC | Duwice Type | Firrmwan Systimn up time | Description
& o IWF503_tac_T8 ! ! !
B o IWFE3I0-B1 000 10083 ey 78 57 1WF (TEE00) V1 BALS 28 dinye 9 ouesd 41 minues § second - i i R
o NIDZO0_IAG_T0-4P
J Erterprica Access Font - EAPIZ) Interface
- L I i
‘ i Nama | Typa | MAL Channel 1x hytes. R bytes Associliant
B wEao 4 o Toapback 3121 79,121 n
B WFI00-44 &l memer 001013300013 442,634,514 0
S a e or-ia ainemet 0BT BT 35.730,746 o
L R T
e atnarnat sn 1 4

Figure 223 Status Exportation

(18) Status of PLC device under NIO51 such as Name, IP Address, Latitude
and Longitude can be shown, and Register Table can also be modified

on the page.

a Device List

@ off NIDS
8 wanean 2

L W-M1B4031

JBL Ertorprse Accens Pt - EAPZ0
e

M we

B 1wEann-a3

T I00-44

B wEE0-as13

sy

I R ER

= ]

B wreaz0

Status

Name 1B Address Latiide Longitude
WMIB403_1 i (]
Register Table Edt
“Mote: Please use white space [0 seperaie the register values when write multiple registers
Register Hame Rgister Vil unit | Wit
devicein ]
DOPawer Dl 0000 (HE) [Wirite,
COCuputAztiveValE 0600 | roey s
FirmwareMiorsion o
ModuleName W-h1B403
Em )
Event s

Figure 224 PLC Status for NIO51

(19) Status of NIO200-HAG device such as Interface Client Listand AP Scan

can be shown on the page.

(20) All devices connected with WirelessHART under NIO200-HAG can be

scanned.

(21) Wireless HART Devices List and Wireless HART Command Logs can
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also be set and updated on this page.

Topology

v Device List Status Devices List |
B Ertprss Access Font - EAPZ20 Name Type MAC Channel Tx bytes Ra bytes AssocClient
e o looptack 120,625 1291625 0
e br-an ememet 001013524277 1972024 se01a17 0
L WFI-43
a A want wreiess 001013502660 “ 2,398,665 8075108 2
w0612 Client List
W03
L WRsCaTE MAC Mode [3 RSSI T Rx
L ez 00:10:F¥62:38:58 mesn wan a9 270 2mo
L wrs320
‘ v 00-10.F35E:28.43 mesh wiani 62 300.0 270
O20iE7 AP Scan Gt
Ml NIO200-1AG-67-0DL
L NIO200-AG-70 Name{$SiD) Channel RSI | Quality MAC
L niost
PingabieDevice ‘Wireless HART Devices List

I Finga
il PingableDevice
- [EUI-64 Address Tag L Role | Model L Statue J Last read J Run Command

ingableDevice - — . N . = - R .
i PingabieDevice 00-18-1E-E2-FE-00-20-42 Microcyber_KIT_002042 Device / NiA FULL_JOIN 20180803 042304 [
8 PingabieDevice 00-18-1E-E2-F6-00-20-47 MicrocyDer_KIT_002047 Device / NiA FULL_JOIN 2018-08-03 04:23.01 "j
i PingableDevice 00-1B-1E-F5-70-08-00-01 NEXCOM AP Aecess Point | WirelessHART Device FULL_JOIN NULL &
. Uninown
o 00-16-16-F5-80-00-00-01 NEXCOM Whart Manager Network Manager / WirelessHART Network Manager FULL_JOIN NULL

00-1B-1E-F2-81-00-00-02 NEXCOM GW Gateway [ WirelessHART Gateway FULL_JOIN NULL i@
Wireless HART Command Logs  Update|
Tracking No. EULS4 Address. Command ‘ Parameters ‘ Status ‘ Posted Time Response Time: Response

(22) EUI-64 Address, Role / Model and Status can be shown

Figure 225 Device Status for NIO200-HAG

HART Devices List.

(23)

“Run Command”

can also be done here.

on Wireless

) Y Device List Status Devices List |
B Erterprse Access Pont - EAP220 - Name Type | MAC cnannel | Txbytes Ri bytes AssocCiient -
" L o loopback = 1,201,825 1,201,625 o
e brian emeny | sz 6601817 | ]
IWF300-43 l
. wiani wireleg 2,383,685 8,076,194 2
L wF30g-14
04512 Client List T 00-1B-1EE2-F6-00-2042
L weanes
L wrs03-78 u Nickname: ooy | RSSI ™ Rx
L wre20 0010 Device Tag: Microcyber KIT 002042 a8 2700 2700
B0
- 00104 € 3000 2700
L wrex0 Command:
L NIO200-HAG T2 AP Sean
I NI0200-4AG-67-DDL
=i \ e \ i |
Wireless HART Devices List
EULG4 Address J Status Last read I Run Command |
00-1-16-E2.F5.00-20-42 FULLJOIN 20180803 042304 @
00-1B-1E-E2-F8-D0-20-47 FULL_JOIN 2018-08-03 04:23.01 @
00-18-1E-FB-T0-08-00-01 FULLJOIN NULL @
= 00-18-1E-F9-80-00-00-01 - - oer FULL_JOIN NULL
00-8-4E-FI-81-00-00-02 FULL_JOIN NULL @
—
Wireless HART Command Logs
Tracking No. J EUL54 Address ‘ Command ‘ Parameters [ Status ‘ Posted Time Response Time Response.
Exportto txt
Event ]

Figure 226 Run Command for NIO200-HAG
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(24) There are Devices List and Trouble Shooting for NIO200-IAG Status.

(25) Status of NIO200-IAG device such as Interface Client List and AP Scan
can be shown on the page.

(26) All devices connected with WirelessHART under NIO200-IAG can be
scanned.

(27) ISA100 Devices List and ISA100 Command Logs can also be set and

updated on this page.

%) Device List

[ Enverprse Access Point - EAP220
e

-

w03

i WF300-48

M \WF300-48-12

w3063

i wFs0a-1e

L 1WF5320

Status Devices List

MAC Mode I RSSI Tx Rx

AP Scan Get

Name(SSID) Channel RSS! Quaiity MAC

ISA100 Devices List

L wrs320

EULB4 Address 1Pv6 Address Ta
G a

M NIO200-HAG-T2
B NI0200-AG-67-00L
B NI0200-AG-70

l. TTE

Ml FingableDevice

Wl PingableDevice

Ml PingableDevice

80-0000:000

Wl PingabieDevice
i FingableDevice
Jl FingableDevice Tracking No. | EULS4 Address | Commane

ISA100 Command Logs  Update

il Uninown
Ml Unknown

ST g
i L

Figure 227 Device Status for NIO200-IAG

(28) EUI-64 Address, Role / Model/and Status can be shown on Devices List.

(29) "Run Command” can also be done here.
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Status

] Device List Status Devices List | Trouble Shooting
Ml Enterprise Access Point - EAP220 MAC Mode. F RSSI Tx Rx
- 0010 F3EE28.43 mesh & 1200 2000
:"P 00:10% | Rist Coisand a2 2630 7m0
I 30024
I rwF300-s6-12 EUL64 Address: 0000:0000:0000:0005
WF30083
Quality MAC
L wrsos e IPY6 Address: DAAD3QALS
TWFE320 1SA100 Devices List -_
- Command: | Reset Device -
ML rwres0 Lost Run
I e IR SLAocmss Restart Type: e Stalus | ad | Command
NIO200-HAG-72 ‘Backpone Router |
- 00000000:0000:0005  FEA00000; B et FULLJOIN  NULL 8
Bl NI02004AG67-00L Restart as provisioned
 h FES0.0000! Reset 1o factory defaults System Manager / 534D FULL_JOIN  NULL =1
S niost 0000:64FF FE9B'CEAF  FCO0:0000! 10 Router Device / 495341204 14E54454E4E41 | FULL JOIN  NULL @
3l PingatieDevice 0000 64FF-FEGB.CEBR  FCO0:00001 10 Router Device/ 40534120414E54454E4E41 | FULL_JOIN  NULL B
L PingabieDerce 0D BEEFE00DBEEF  FEB0.0000 Gateway | 47415445574150202020202020202020 | FULL_JON.  NULL ™
8 PingatieDevice
8 PingatieDevice I1SA100 Command Logs  Up
i PingabieDevice "
i FingabieDevice Tracking No.  EULG4 Address I| Response Time. Response |
2408 0000:D0DIOAID00AL 20180803 032649 suecess
2408 0000-0000:0A10:00A¢ - - 2018-03-03 032155 success
2407 53 success
2406 00000000 0A10:00A0  Neighbor Health Report.  Device ID- DDDO.64FF FEGB.CEBE = Responded  2018-0303202228| 2013-08-03 032143 success
2405 0000D00DOAID00AD Newghbor Health Report| Device ID: GO0DBEEF.600DBEEF | Faied | 2018-08-03 202225 Error Reason:
2404 0000.D0DDOATD00AD Neghbor Healn Report| Device ID-600DIBEEF 600D/SEEF  Falled | 2010803202223 2 37 Emor Reason g ported a communication enor
E ~

Figure 228 Run Command for NIO200-IAG

(30) EUI-64, Timestamp, Event and Details can be shown on ISA100 Trouble
Shooting page under NIO200-IAG status.

Ladmin

@  Devicalist

Status Devices List | Trouble Shoating

8 Emerpise Access Pont - EAP220
-

-

L rwra00-43

i wr300-4

1 wrs00-se-12
30063

M wFs0a-Te

M rwrez20

i wrsaz0

M wrs30

8 0200 +1AG 72
il NI02004AG-67-D0L
il NIC2004AG-TD
M nios1

3l PingabieDevice
il PingabieDevice
i PingabieDevice
8 PingabieDevice
8 PingableDevice
8 PirganieDevic
8, Unknoun

8 Unknown

18A100 TroubleShooting

EUL64 | Timestamp Event Detalls.

600D BEEF 600D BEEF 2018-08-03 024303 Gontract Modify [GWIUAR?] -> [0D00 B4FF FESE:CEBBAUARZ] CB : 15 EB -15 id - 5 Aperiodic
0:BEEF 4253 Contract Modify [GWIUAP2) -» [0D00 B4FF FESE CEBBIUAPZ] CB : 15 EB -15id - 5 Apeniodic

6000'BEEF 6000 BEEF 2018-06-03 023753 Gantract Moaify [GWIUAP2) > [0000:64FF FEGB CEAF/UAP2] CB: 15 EB 15 id 4 Apencdic

600D/ BEEF 600D BEEF 2018-08-03 023753 Contract Moaity [GWIUAP2) -» [000D'64FF FESB.CEAF/UAP] CB : 15 £8 ' -15 id ' 4 Aperiodic

600D BEEF 800D BEEF 2018-08-03 023753 Contract Modify [GWIUAR2] -» 000D 64FF FESB:CEAF/UAR2] CB : 15 EB - -15 id - 4 Aperiodic

000064FFFESB CEBS 2018-06-03 022610 Contract Estabisn [0000'64FF-FEQB CEBBUARZ] -> [GW/UAPZI CB : 15 EB 15 10 : 3 Apenioic

600D BEEF 800D BEEF 2018-08-03 022557 Gontract Modify [GWAIAPZ] -> (D000 64FF FESS: CEB/UAP2] CB: B EB 4 id - 5 Aperiodic

6000 BEEF 600D BEEF 2018-08-03 02.25:17 Contract Estabish [BWIUAP] -» (0000 84FF FESB CEBB/UAPZ] CB: 15 EB. -15 1 5 Aperiodic

0000 64FF FESB CEBS 2018-08-03 022447 Contract Estabish 10000 64FF FEGE CEBBIOMAR] - [SWSMAF] P : 60 Dain 0,000 s i -2 Periodic
600D/BEEF 800D BEEF 2018-06-03 022427 riract Refusal Lo G e R S o f;;y;s R Y0 e
eq ¢
000064 F FESE CEBBIOMAF] - [GWIUAP2] CB:: 12 E8 12 1d -0 Ageriod:
0000 64FF:FESB CEBB 2018-08-03 02:24:11 Contract Refusal Req create. R deiayed
(GWIUAP2] -» [0000.54FF- FESB CEBBIUAPZ] CB: 18 EB 1-15 d : 0 Aperiodic
6000 BEEF 8000 BEEF 2018-08-03 022357 Contract Refusal Req create. detayea
6000 BEEF 6000 BEEF 2018-08-03 022349 Contract Refusal EARUREA = BT FEQBCE“B'“"’Z'H;:;‘G‘“B AR O Aposock:,
eq ¢

6000 BEEF £00D BEEF 20180803 022327

[BWIUAP2] -» [0000-54FF-FESB-CEBBIUAP2] CB : -15 EB.: 15 id : O Aperioic
ntract Refusal Rege : dekiyed

6000 BEEF 800D BEEF 20180803 022257

[GWIUAPY) -» (0000 64FF FESBCEBRIIAPZ] CB 1 15 EB 15 13 - 0 Aperooic
SRR Req create; Reason: deiayed

000064FF FEOB CEBB 2018-08.03 022247 Device Jon 1PYE: [Pv6]
6000BEEF G00DBEEF 2018-08.03 022226 Contract Modity [GWIUAPZ] - [0000-64FF FESB CEAFIUAP2] CB: 8 E3: 4 d : 4 Apariodic
0000:84FF FEOB.CEAF 2018-08-03 02:22:.16 Contract Establish (0000 64FF-FEIB.CEAFIUAP2] - [GW/UAF2] CB : -15EB . -15 id : 3 Aperiodic 4
Ex to txt
Event St

Figure 229 Trouble Shooting Page for ISA100
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8 Introduction for IoT Studio

This function can be used by purchasing installation kit from salesperson of
NEXCOM on the web page:
http://www.nexcom.com.tw/Products/industrial-computing-solutions/iot-s

olutions/iot-studio/nexcom-industrial-iot-studio

After installation, click IoT Studio on the main page

nnn Vi o Studio!
==~ TJopology ‘ _3 Network Device ‘ ‘ ‘ﬁ System ‘ =
I = |

It can be hyperlinked to “IoT StuioodeRed” page on NEXCOM as
shown below. (This function is available after purchased)

NEXCOM 01-Sludio

= Flow 1 + Inte

Figure 230 Operation Page for IoT Studio
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nCare Maintenance & Management

9 nCare Maintenance and Management

9.1 Access Control

To avoid any unauthorized access, invade or improper operation, nCare has
access control function. It includes data access, function setting and update
scheduling, to make sure the function for system access and deployment.

9.1.1System User
User may only monitor for the group devices that is opened by
Administrator. And for these devices, user may view the event and efficiency
of alarms, use Topology view. The authorization for nCare User is shown as

Sub Sub -

Opened functions:
+ Select
+ Move
« Traffic Monitoring
Show/Hide Rogue Devices
Switch VLAN
Update AP
Update IWSN
+ Zoom In
» Zoom Out
« Zoom Overview
View + Zoom Reset
* Full Screen
+ Export to Image
(For devices opened by
Administrator)

follows:

Icons

Opened functions:
+ Usage
* Log
Shortcut « Config
» Ping
(For devices opened by
Administrator)

Status  Export to Report

Event Log
Log E .

ystem Log All functions are opened

Network Eth (For devices opened by
Device Wlan Administrator)
Usage
CPU
Memory

Figure 231 Authorization for nCare User
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9.1.2Device Manager
Manager may use all functions except Account Management The
authorization for nCare Manager is shown as follows:

X lcons
View
Shortcut
Topology M- Discovery
Device
Status Status
Device List
Config Backup
Config Restore
Manage
Fw Upgrade
Device Provision
Modbus Profile
Event Log
Log System Log
Playback
Eth
N[t)etv\{ork Wilan
evice
Usage CPU
Memory All functions are opened
Temperature
Severity
Interval
Group Topology Group
Detection
AP/DeVice De ny List
Scan Setting
E-mail
SMS
Message : -
Social Media
Notification Users
SSEn Database Event Log Mgmt
Setting
DHCP ; .
Client List
Scan IP Scan IP
About License

StISJio Purchasing installation kit from salesperson of NEXCOM

Figure 232 Authorization for nCare Manager
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9.1.3System Administrator

Administrator has complete system monitoring right. The authorization for

nCare Administrator is shown as follows:

View

Topology
Discovery

Device
Status

Manage

Log

Network
Device

Usage

Severity
Interval
Group

Rogue
AP/Device

Users

Message

System
Database

DHCP

Scan IP
About

Figure 233 Authorization for nCare Administrator

Icons

Shortcut
Discovery
Status

Device List
Config Backup
Config Restore

Fw Upgrade

Device Provision
Modbus Profile
Event Log
System Log
Playback
Eth
Wilan
CPU
Memory
Temperature

Topology Group
Detection
White List

Account Management
E-mail
SMS
Social Media
Notification Users
Event Log Mgmt
Setting
Client List
Scan IP
License
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9.2 Device Aberrant Status

9.2.1SameIP
If devices are set as the same IP aberrant event and alarm will be shown

after discovering.

At s Dovice et (> [o)(m) =] |5 m] @] O] |&] (=) o) =] () (R[] 2] 4] =) [B1] )
. [ = 1
= WF300_11N_26 ® l oy |
Lt wsm,wti@--.,n L
"“ 1P Conflict:
IWF300-45 | P Address Quantty ]
10211046 2
5 Bt L ——————————————————— i
< @ critical # Major_[Replay|
o | Device Name
= =
e

Figure 234 Discovery Result for the Same IP

Same IP alarms will be shown on Event Log as well.

Log Eventlog | Systemiog | Playback

= —
¥/ Begn Date:  2018.05-25 - coar | D 1P Address Device Name Severty Event | Time
W] T | 102111048 i TWF300-26 Crical P Address Canfict I 20180625 175720

EndDate:  [2018-06-25 )
L 1P Adcress: [IP Address
L) Severtty:| Criical *

Event

Figure 235 Event Log List for the Same IP
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9.2.2 Same MAC

Maintenance & Management

If devices are set as the same MAC, aberrant event and alarm will be shown

after discovering.

<} Device List Yy

e =
-~ IWF300_1IN_2G ® ‘ Discovery Result @‘
L w3008
[vF300_n_26
3 MAC Cenflict:
MAC (eth) Quantity
001033080 2
1WF300-63

¥ Event ~r
& # Crnca @ waor [Replay| N

g 0 P Adaress Event Time

- T SR R 1

Figure 236 Discovery Result for the Same MAC

Same MAC alarms will be shown on Event Log as well.

Log Eventlog | Systemlog | Playback

#BegnDaw [0180525 (@
EngDate:  [0180625 W
1P Agcvess: [P Address |

(0 Sevsay, el + |

EL e —

L clear

IP Address

Event

k<135

Time

102111045

oz

MAC Address Corfict

20180625 18.28:1

:::::

The list will be marked as RED to inform administrator on

Figure 237 Event Log List for the Same MAC

System > Scan IP.
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@ System

Scan IP \ Scan IP

Stat P Adcress: 10| 211 1[0 | 44|

1P Address ‘ MAC Address
10.211.10.44 00:1073:30: 8073
10.211.10.45 00:10:73:30: 8513

Figure 238 Scan IP List for the Same MAC

9.2.3 Set as Loop with Mistake

If devices are set as loop with mistake, an alarm will be sent and the
aberrant message will be list as event under main page and on Event Log.

* Devices' System Log Server should be set on nCare first for those that

set as loop with mistake.

v N\ Device List
) g Root =
» IWF300_11N_2G
= IWF300_11N_2G
@ . IWFG330-B1
- NIC200_IAG_T0-AP
I8 Enterprise Access Point - EAP220

I~ Gl
M WF300-43-300
9 WF300-46
L wrsa20 IWF300-43-300 IWF300-46
M 1wFs320
8 vwre330
| NIC200-1AG-67-DDL | | = Lvent = 2l
H NIC200HAGTD j ) Critical ¥ Major W
1D IP Address Device Name Event Time
e 1 10.211.10.46 IWF300-46 Probably Loop 2018-06-25 08:20:29
e 2 10.211.10.43 IWF300-43-300 Probably Loop 2018-06-25 08:20:28

Figure 239 Event for Devices set as Loop with Mistake on Main Page
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[ Begin Date:

<t >3

Event .S

Figure 240 Event for Devices set as Loop with Mistake on Event List
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10Appendix 1
The setting process of sending alarm message by twitter:

(1) Register for a twitter account.

(2) Login by twitter Apps: https://apps.twitter.com/

Have an account? Sign in

W Application Management

Twitter Apps

Please sign in with your Twitter Account to create and maintain Twitter Apps.

Figure 241 Login to Twitter Apps

(3) Click Create New App to build a new program.

W Application Management -

Twitter Apps

& Nexcom
- i

Figure 242 Build a New Program

(4) Enter Create an application page then enter related information. (Please
left blank for Callback URL)

(5) Read Developer Agreement then click Yes, I agree.
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(6) Click create your Twitter application.
Create an application

Application Details
Name *

Deseription °

Website *

Caliback URL

Developer Agreement

You may be given access fo certain non-public infarmation, software, and specifications retating to the Licensed Material

{“Confidential Information”), which is confidential and progprietary 1o Twiter. You may use this Confidential Information only s
NACESSAMy in EXercising vour rights granied in this Agreamant You may not disclose any of this Confidential information (o any third

Figure 243 Create an application page

(7) You' Il see the page shown below after complete setting.

Your application has & ted Fiease take 3 MOMment i review and adjus! your appecalion’s seings
et

_ o

Organization

Organization None

Crganization wedste Mone

Application Settings

ACCESS evel Read andg write (n Iify app porn JO0% )

GUTDIPCMEMANGALT UaggJs |

Figure 244 Obtain Application Data
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(8) Go to Permissions page.
(9) Choose Read and Write for Access.

(10) Click Update Settings.

Test Cuth

Nexcom

Access

Wikat type of access does your application need?

Read onby

= Read and Wrile
Read. Write and Access direcl messages

Update Seltings

Figure 245 Permission Selection

(11) Go to Keys and Access Token page.

(12) Click Create my access token for your own authorization.
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W Application Management -

— Test o

Details Seftings Keys and Access Tokens Permissions
Application Settings
Keep the “Consumer Secrei” @ secre

Consumer Key (AP Key) I
Consumer Secret (AF1 Secret) I ——

Access Level Read and write {modify app permissions)
Cwner EEEEERE
Cwner 1D ==

Apglication Actions

Regenerale Consumer Key and Secret Change App Permissions

Your Access Token

Token Actions

Create my access foken

Figure 246 Permission Opening

(13) Back to Twitter Apps page. Enter the Consumer Key and Consumer
Secret on this page into the related information area on nCare
System>Message>Social Media> Twitter page.

(14) Click Login.

Network Device | @' System

Message

E-mail SMS Social Media

Twitter
APP 1D:

APP Secret:

Figure 247 Enter APP ID and APP Secret
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(15) Click Authorize Program.
0

T4 i W ) 1 {90 S0 2

2

- | HECERE LA R
1 # Twitter FYBFASIYRLR N
P RELER

Figure 248 Twitter Authorization Page

(16) A PIN code will pop-up.
v 0O

6119718

W2 Tesitter R Nexcom W

Figure 249 Twitter PIN Code

(17) Enter the PIN code on nCare.
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Message

:
E-mail SMS i Social Media |
!
Line
Account: | |
Password: | |

Figure 250 Enter PIN Code

(18) Afterlogging-in, click Test to send a test message to Twitter.

Message B
Message
E-mail ‘ SMS ‘ Social Media

WeChat
APP ID:
Corp ID:
Corp Secret:

Login

Line
Account: | |
Password: | |

Twitter

Scott Hsieh

[ |
Figure 251 Send Twitter Test Message
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(19) The test message will be shown on Twitter page.

za @z Mys - 4 4553 Twiter a 0

D Bt (0]

B S (oriesscotti2 @ - 8D
Test from nCare at 2016-07-12 11:43:18

b2

Dropbox @Dropbox - 6 §23H
Make productivity simple with these Dropbox features

Do more with your ideas
dropbox.com

Figure 252 Test Message Sent Successfully
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